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Requirements
Registry Explorer and RECmd require Microsoft .net framework version 4.6 full runtime or greater to be
installed. It is available at https://www.microsoft.com/en-us/download/details.aspx?id=49982.

Why another Registry tool?

The need for Registry Explorer and RECmd came about out of writing a fully managed offline Registry hive parser
in C#. Existing parsers did not offer the features | was looking for and as such, research and coding began. The Registry
project serves as the basis for several programs including ShellBags Explorer, AppCompatParser, etc. Once the back end
was mature, | wanted an easy to use and powerful way to expose the capabilities of the parser.

Registry Explorer fills the gaps in existing tools and expands the capabilities of Registry viewers in many unique
and powerful ways. It is GUI based and contains powerful searching, filtering, and other visualization concepts that
makes exploring Registry hives very easy while exposing all the technical information contained in Registry hives.

RECmd was created in order to be able to script access to Registry hives, conduct new research, and automate
searching across multiple Registry hives at once from the command line.

Because both tools use the same back end, both have the same searching and viewing capabilities including the
full recovery of deleted keys and values. The parser also exposes value slack.

In summary, the capabilities of Registry Explorer and RECmd allows for quickly examining multiple hives at once
and they can be leveraged to find new places where currently understood data is located in an easy to use and
systematic way. It can be used in educational settings to not only understand the Registry from a functional level, but
also from a deeply technical perspective.

Registry Explorer
Registry Explorer is a GUI based tool used to view the contents of offline Registry Hives. It can load multiple
hives at once, search across all loaded hives using strings or regular expressions, exporting of data, and much more.
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Getting started
After starting Registry Explorer, the main interface is displayed.

P Registry Explorerv. = ol &5
File Tocls Options Bookmarks (0/0) View Help
| Regstry hives (1) | Avaiable bookmarks (0/0) | [ vaiues |
Keyreme | valies #subkeys  Last write imestamp Drag a column header here to group by that column
7 | Aflc = = =
Voo | Data Dat... .. Value Slack
7 e - E [ g
Values for selected keys
are displayed here
Hives, keys, and
subkeys are
displayed here e e
Value details for selected
value are displayed here
[ Key:  Mone Valuet | Mone  Collapse all hives
Selected hive: NA  Lastwrite:  MNone Load hives via File menu or drag and drop anywhere above Hidden keys: 0 1

Settings for various things like program options, window size, slider positions, window positions, recent
searches, etc. are all saved and reloaded between program executions. You can reset these options by deleting the
relevant files under the Settings directory in the main Registry Explorer folder. The .layout files are for the trees and
grids.

Tooltips are shown when hovering over different areas of the program. For example, hovering over the Key
section of the status bar shows the following:
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Current|

| Eey: Local Settings\SoftwareiMicrosoft\ Windows\Shell\BaghMRLUY1

Last writes | 2/1/2015 7:15:41 PM +00:00 Key
The full path to the selected key

Double click to copy key path to clipboard. Hold SHIFT
and double click to only copy the key name to clipboard

Interface sections
There are five sections to the main interface.

Registry hives

On the left side of the window is the Registry hives tab. This tab displays the Registry hives that have been
loaded and the keys contained therein. Once at least one hive is loaded and a key is selected, a context menu is available
by right clicking on a key. The context menu options will be discussed below in the Key context menu section.

Available bookmarks
Next to the Registry hives tab is the Available bookmarks tab. This tab will be discussed in detail below.

Values
The Values grid shows all the values contained in the key that is selected in the Registry hives tab. Once a value
is selected, a context menu is available by right clicking on a value. The context menu options will be discussed below.

Value details

The Value details area contains one or more tabs that dynamically adjust depending the type of value selected.
In every case, a type viewer will be displayed that shows the value of the selected key. If a value has slack, a separate tab
will be shown that allows you to view the slack space in a hex viewer.

These concepts will be explained in more detail in the Using Registry Explorer section below.

Status bars
Across the bottom of the interface are several status bars as seen below.

| Key: MNone | Value: Mone | Collapse all hives

Last write: | Mone | | Leoad hives via File menu or drag and drop anywhere above | Hidden keys:0 | 1 |

Top status bar
The top status bar contains details about the path to the selected key and the selected value. On the far left is a

check box that toggles whether to show the root key name in the key path. By default, the root key path is not shown.
The screen shot below shows what this option does when turned on and off.
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Key:  Local Settingsi\Software\Microsoft\Windows\Shell\BagMRU Value: 0 | Collapse all hives

V| Key:  5-1-5-21-146151751-63468248-1215037915-1000_Classes\Local Settings\Software\Microsoft\Windows\Shel\BagMRU | Value: 0 | Collapse all hives

By hiding the root key name, longer key paths will not be truncated as different keys are selected.

To the far right of the top status bar is a button that, when clicked, will collapse all loaded hives back to their
default state. This is a handy shortcut to clean up the Registry hives tree after interacting with it and expanding many
keys and subkeys.

Double clicking the key path will copy the key path to the clipboard. Holding Shift and double clicking will copy
only the key name to the clipboard.

Double clicking the value will copy the value’s name to the clipboard. Holding Shift and double clicking will copy
the value’s data to the clipboard.

Bottom status bar

The bottom status bar contains the last write timestamp, the status of filters for values, a section for general
status messages, an indicator of the total number of keys that are hidden from view, and the total number of messages
available on the Messages form.

Double clicking on the Total messages counter will show the Messages form. If there are any errors in the
Messages form, the background will be changed to yellow. If there are any errors, the background will be changed to
red. When the Messages tab is viewed, the background color will be changed back to its default.

Double clicking the last write timestamp will copy it to the clipboard.

Main menu

The main menu contains options that allows for loading hives, searching hives, opening bookmarks, and so on. In
many cases, the menu items will have shortcut keys associated with them. Pressing the keys shown by a menu item on
the keyboard will activate that menu item.

The various sections below will explain these submenus. Where things are obvious (like File | Exit), no additional
information will be provided.

File
The File menu contains options for loading hives (you can also simply drag and drop one or more hives onto the
main interface to load them) and exporting.
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File Tools Options Bookmarks (0/0)

P Load offline hive Alt+1
Unload all hives Alt+0

 Project 2

Export 'Registry hives
Exit

View Help

o |

ast write timestamp
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Load offline hive: Allows for loading one or more hives. To select more than one file, select a file, then hold Shift

and select the last file to load. You can also hold Ctrl and click files to select them individually.

Unload all hives: Unloads all hives at once vs. removing one at a time

Project: Allows for loading/saving of projects. Projects will be discussed below.

Export ‘Registry hives’: Exports what is shown in the Registry hives tab to a variety of formats. As an example, if

the Registry hives tree looked like this:

P Reqistry Explorer v

File

Tools Options

Bookmarks (25/1) View Help

Reqistry hives (2) | Available bookmarks (52/1)

Key name # values #subkeys  Lastwrite timestamp
% nfc = = =

4 | ¢:\Temp\NTUSER_dblake.DAT 2013-08-22 19:11:44
A CsiTool-CreateHive-{00000000-0000-0000-. .. 1] 13 2013-10-23 02:56:24
[ AppEvents 2 2013-09-23 19:17:31
[ AppXBackupContentType 2 2013-09-23 19:48:31
¥ [ ECCI-HSGlE 37 2 2013-09-23 19:17:31
[: Control Panel i 15 2013-10-07 11:37:40
Environment 2 0 2013-09-23 1%:17:31
[ EUDC 1] 4 2013-09-23 19:17:31
[ Identities 4] 1 2013-09-23 19:47:21
[ Keyboard Layout 0 3 2013-09-23 19:22:19
Metwaork 1] 0 2013-10-21 20:01:56
[ Printers V] 5 2013-10-01 21:07:39
Software 1] 32 2013-10-23 03:09:34
[ System 1] 1 2013-09-23 19:17:31
WXP 1] 0 2013-09-23 19:17:52

I |+ Assodated deleted records i 0

I | 5 Unassociated deleted records n i
4 A C\Temp\SYSTEM_dblake 2013-08-22 19:11:50
[+ CsiTool-CreateHive-{00000000-0000-0000-. .. 1] 8 2013-10-23 02:56:10

B | 4 Assodated deleted records 0

I | 5 Unassodated deleted records i
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Exporting to PDF would generate a PDF file that contains the following:

| Key name # values # subkeys Last write timestamp
w C:\Temp\NTUSER_dblake.DAT 2013-08-22 19:11:44
Er; Cs:iTr::r::I-EreateHiv&{ﬂﬂﬂﬂﬁﬂﬂﬂ-ﬂﬂﬂﬂ-ﬂﬂﬂﬂ-mﬂﬂ-mﬂﬂ 0 13/2013-10-23 02:56:24
E_F_ AppEvents 0 2/2013-09-23 19:17:31
B AppXBackupContentType 0 2/2013-09-23 19:48:31
Console 37 2/2013-09-23 19:17:31
__Cr:mtrul Panel 0 15/2013-10-07 11:37:40
_:_ Environment 2 0/2013-09-23 19:17:31
B Fupc 0 42013-09-23 19:17:31
Identities 6 1/2013-09-23 19:47:21
__ Keyboard Layout 0 3/2013-09-23 19:22:19
_:_ Network 0 0/2013-10-21 20:01:56
B Printers 0 5/2013-10-01 21:07:39
Software 0 32 2013-10-23 03:09:34
__Systﬁm 0 1/2013-09-23 19:17:31
f_ WP 0 0/2013-09-23 19:17:52
EE[ . Associated deleted records 0 o
[+ 4 Unassociated deleted records ] i}
ﬂ_c:}Temp‘gSYSTEM_dhlake 2013-08-22 19:11:50
EE_F_ CsiTool-CreateHive-{00000000-0000-0000-0000-0000 0 8 2013-10-23 02:56:10
EE[ . Associated deleted records 0 o

[+ I Unassociated deleted records ] i}

This is useful for generating reports or other documentation that is easier to manipulate than simply taking a
screen shot.

Tools
The Tools menu contains a single item, Find.

File Tools Options Bookmarks |
Reg @3 Find  Ctrl+F

Key name
-] alFlr

Using this option will be explained in full detail below in the Using Registry Explorer section

Options
This menu contains several options that control such things as recovering deleted records, viewing hidden keys,
etc.
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‘¥ Registry Explorer v
File Tools Options Bookmarks (25/1) View Help

Registry hive | . Recover deleted keys/values

—

Key name Show associated deleted records s
# Afc .
g i Show unassociated deleted records
4 A ¢\
4 Show parent keys when filtering

[

Wl

/2 Show hidden keys

A4 Manage hidden keys Ctrl+H
EH|

v VW

Skins 3

ﬁ.ﬁ_ Preferences

Recover deleted keys/values: When enabled (the selector is to the right), Registry Explorer will recover any
deleted records available during hive loading

Show associated deleted records: When enabled, all associated deleted records will be shown in a special group
under the main Registry hive data. Any recovered keys that could be associated with an active (that is, not
deleted) key will also be shown in relation to the active key. This will be explained more in a subsequent section.
Show unassociated deleted records: Like the previous option, but this group contains all of the keys that could
not be associated with an active key.

Show parent keys when filtering: This option changes the way the Registry hives tree works when using the
column filters. When this option is enabled, any keys that match a filter will be displayed, along with the parent
keys that the matching key belongs to as seen in the screen shot below.

The keys highlighted in yellow are parent keys that may not contain the text entered in the filter column.
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‘ Registry hives | Available bookmarks (1/1)

Ky name T #,., Lastwrite tim...
v 0 :

4 | D:\temp\re\UsrClassDeletedBags.dat 212015 7:1...

F 5-1-5-21-146151751-634682458-1215037915-1000_Classes 0 /192011 4:...

A Local Settings i 9192011 4.,

4 Software ] 9/19/2011 4.,

A Microsoft ] 9192011 4.,

] Windows i] 9192011 4:...

4 [ shel 0 9/19/2011 4...

4 [ BagMRU 4 2j1j2015 7:1...

4FE=(0 3 2/1f2015 7:1...

4A=0 2 212015 7:1...

i 2 212015 7:1...

451 2 2/1f2015 7:1...

4|50 2 212015 7:1...

450 3 212015 7:1...

w 0 2 9/19/2011 4:...

¥ Baogs i] 2012015 71 1...

4=(1 0 9/19/20114:...

4 [ Shel 0 9/19/2011 4:...

{5C4F 286 5-F869-9E84-8ER0-F 1 IDESFCSCCT} 12 9192011 4:...

42 0 9/19/2011 4:...

4 [ Shel 0 9/19/2011 4...

{5C4F 286 5-FE69-9E84-8ER0-F 1 IDBESFCSCCT} 12 9f19/20116:...

43 0 9/19/2011 4:...

4 [ Shel 0 9/19/2011 4...

{5C4F 286 5-FB869-9E84-8E60-F 1 1IDBSFCSCCT} 12 9192011 4:...

If we turn off this option, we get a much different result as seen below.

Registry hives | Awvailable bookmarks {1/1)

Key name T #values Last write timestamp
70 '
5-1-5-21-146151751-634682458-1215037915-1000_Classes ] 9192011 4:30:48 FM +...
4 ] 3 2/1/2015 7: 1441 FM +0...
4 ] 2 2/1/2015 721441 PM +0...
a 2 2/12015 721441 FPM +0...
|40 2 2/1/2015 7:15:41PM +0...
d |40 3 2/1/2015 7:15:41PM +0...
w0 2 9192011 4:42: 44 PM +...
{5C4F28B5-F869-9E84-3E60-F 11DBITFCSCCTE 12 9192011 4:41:32FPM +...
{5C4F28B5-F869-9E84-8E60-F 1 1DBIFCSCCT: 12 9192011 6:56: 43 FM +...
{5C4F 28B5-F869-9E84-83E60-F 11DBI7CSCCTE 12 9192011 $:142: 44 PM +..,

Notice in this screen shot only the keys that match the filter criteria are shown. This can greatly reduce
noise in the results in addition to lessening the need to scroll to the keys that match the filter criteria.
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The other aspect this option controls is whether to show subkeys of keys that match a given filter. With

the option on, any subkeys of keys that match the filter will continue to be shown. With the option off, subkeys
of keys matching the filter are hidden.

Show hidden keys: When enabled, any keys that have been hidden will be shown in the Registry hives tree. In
the screen shot below, several keys are shown.

Key name # values Last write timestamp
¥
4 | D:\temp\re\UsrClassDeletedBags.dat 212015 7:15:49 PM +0...
A 5-1-5-21-146151751-634682458-1215037915-1000_Classes u] 9/19/2011 4:30:48 PM +...
A Local Settings 0 9192011 4:31: 27 PM +...
A MuiCache W] 9/19/2011 7:02:08 PM +...
b af—i6 ‘o 9/19/2011 7:02:08 FM +...
52Ce4BTE 163 21/2015 7:15:05 PM +0...
[ Software i 9/19/2011 4:31:27PM +...
[ VirtualStore W] 9/19/2011 6:58:04 PM +...
[» |4 Assodated deleted records

While we haven’t discussed how to hide keys yet (it has its own section below), if we right click on a key,
an option to hide the selected key (based on the key path, not just the key name) is shown.

For example, if we hide the MuiCache key, it will disappear, as seen below.

Key name # values Last write timestamp
¥
4 | D:\temp\re\Usr(lassDeletedBags.dat 212015 7:15:49 PM +0...
A 5-1-5-21-146151751-63468248-1215037915- 1000_Classes 1] 9/19/2011 4:30:93 PM +...
A Local Settings 0 9192011 :3L27FPM +...
3 [ i software {0 9/19/2011 4:31:27PM +...
[ VirtualStore 0] 9/19/2011 6:53:04 PM +...
[> |4 Assodated deleted records ]

Notice the MuiCache key is no longer visible (assuming the Show hidden key option is off). If we enable
this option, the MuiCache key will be shown in its original place, but the icon is different to show that it is in fact
a hidden key.

Page 13 of 86
Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide

Key name # values Last write timestamp
¥

4 | D:\temp\re\Usr(lassDeletedBags.dat 212015 7:15:49 PM +0...
4 5-1-5-21-146151751-634682458-12150379 15-1000_Classes W] 9/19/2011 4:30:48 PM +...
i i) 9/19/2011 4:31:27PM +...
W] 2/19/2011 7:02:08 PM +...
0 9/19/2011 7:02:08 PM +...
52C64BTE 163 21/2015 7:15:05 PM +0...
2 [ { Software ‘o 9192011 $:31: 27 PM +...
[ VirtualStore W] 9/19/2011 6:53:04 PM +...

I+ |4 Assodated deleted records

When a key is hidden, the lower right corner will have a red dash to indicate this.

Manage hidden keys: Brings up an interface to remove keys from the auto hide list. There are two options
available when hiding keys: hide for session and hide and add to auto hide. The Manage hidden keys interface
only displays key paths that have previously been added to the auto hide list. Any key paths removed from the
auto hide list will be unhidden when the Manage hidden keys interface is closed. Additional ways to unhide keys
will also be discussed in a subsequent section.

Skins: Allows for selecting a skin or theme that Registry Explorer will use.

Preferences: Program options such as timestamp format, binary data as base64, etc.

The Preferences dialog allows you to change the default timestamp format and other parameters as seen below.

., Preferences EI@

Display RegBinary values as Base64

Display value slack as Baset4

DateTime format yyyy-MM-dd HH:mm:ss Examples
2017-05-19 058:00:28

Save l | Cancel
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Bookmarks
The Bookmarks menu contains both common (included with Registry Explorer) and user created bookmarks to
“of interest” Registry keys. Bookmarks can be created for any Registry key (we will see how to create our own
bookmarks soon). Bookmarks that are included with Registry Explorer will show up under the ‘Common’ menu and any
user created bookmarks will appear under the ‘User created’ menu.

Bookmarks live in a subdirectory of the main Registry Explorer program directory in a directory named
Bookmarks. The Bookmarks directory contains two subdirectories, Common and User. To move a user created bookmark
from the User created to Common submenu, simply move the bookmark file from the User directory to the Common
directory.

The Manage bookmarks interface can be used to edit or delete bookmarks. Additionally, simply deleting the
bookmark file from the Common or User directory will also remove the bookmark.

Bookmarks are simple json files and can also be edited with any text editor. Since they are simple json files,
exchanging a good set of bookmarks with other users is as easy as sending someone else the bookmark files from the
User directory. There is a project on Github, found here, that you can push your Bookmarks to.

ERT R,

s | Bookmarks (1/1) | View Help

ilat Cemmen (1) ¢ BagMRL (ShellBag root key) %
User created (1) r I.—- values | Last write imestamp Valu
Manage bookmarks  Ctrl+B ¥

Drhlmﬂmjmrcmmcwl EJ'IIJ'IZD].E f 1548 ...

The main Bookmarks menu contains two numbers at the end. The first number is the total number of Common
bookmarks that exist in the selected hive and the last number is the number of User bookmarks that exist in the
selected hive. Clicking on any of the bookmarks will cause Registry Explorer to jump to the bookmarked key.

Bookmarks are tied to a Registry hive type and a key path within that hive type. When we discuss creating
bookmarks below this will become clearer, but for now remember that each bookmark is associated with a certain flavor
of Registry hive (NTUSER, UsrClass, SYSTEM, etc.).

The Bookmarks menus dynamically adjust as hives are loaded and selected. For example, suppose you have the
following bookmarks by hive type:

e NTUSER.DAT: 40 bookmarks
e USRCLASS.DAT: 8 bookmarks

You then load an NTUSER and USRCLASS hive. The NTUSER hive contains 25 out of the 40 key paths as defined in
the NTUSER.DAT related bookmarks (25 from Common). The USRCLASS hive contains two out of the eight bookmarks
(one from common and one from user created). If you click on anything in the NTUSER.DAT hive, the Bookmarks menu
will change to show you only the bookmarks that actually exist in the NTUSER hive, like this:
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Explorer v
Options  Bookrnarks (25/1) View Help

ves(Z) | Aw Common (25) 4

T-Zip (7-Zip history and config)
i User created (1) » Applets (Last Registry Viewed)
\Temp\NTU Manage bookmarks  Ctrl+B ComDlg3d (Common dialog)
CsiTool-CreateHive-{00000000-0000-0000-.. 0 CurrentVersion (Windows)
AppEvents a CurrentVersion (Wndows NT)
I IR L FileExts (List of programs used to cpen files by extension)
Console 37 E— — -
e . ileHistery (File history info)
Ervironment 5 FirstFelder (Programs executed)
EUDC 0 FTP (FTP server and username info)
= ® Internet Settings (Internet Explorer settings)
Keyboard Layout 0 . .
Network 0 Main (|IE Browser Settings)
Printers i Map Metwork Drive MRU (Recently used network shares)
Software 0 MountPoints2 (Mounted devices)
SYStEITI 0 EEl  DPrnterDarte (Brinter infal

If you then click on the USRCLASS hive, the Bookmarks menu will again dynamically adjust to show what is
available in the USRCLASS hive.

s | Bookmarks (1/1) | View Help

ilat Commoen (1) 3 BagMRU (ShellBag roct key) I

LIzer created (1) 2

# values | Last write imestamp Value

Manage bookmarks  Ctrl+B
orkn 2012015 7:15:49 ...

~146151751-63468248-1215037915-1000_Cl... i0 9/19/2011 4:30:48. ..

Again, clicking a bookmark will jump to the key as defined in the bookmark. For example, clicking on the
BagMRU bookmark results in the following key being selected (and of course all parent keys will be expanded so the
bookmarked key is visible).

Page 16 of 86
Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide

Key name # values Last write timestamp
¥
4 [ D\temp\re\UsrClassDeletedBags.dat 21/2015 7:15:49 PM +0...
A 5-1-5-21-146151751-63468248-1215037915-1000_Classes 0 9/19/2011 4:30:98 PM +...
] Local Settings ] 9192011 %3127 PM +...
A MuiCache 0 2/15/2011 7:02Z:08 PM +...
4 B 0 9/19/2011 7:02:08 PM +...
52Ce4BTE 163 2{1/2015 7:15:05 PM +0...
A Software ] 9f19/2011 #3127 PM +...
A Microsoft ] 9/19/2011 4:31: 27 FPM +...
A Windows 0 9/19/2011 4:31:27PM +...
[ CurrentVersion ] 9192011 H:31:34PM +...
0 9/19/2011 4:41:32PM +...
o b [F~iBagMRU ) ‘4 2/1/2015 7:15:41PM +0...
— 0 2/1/2015 7:14:41 PM +0...
[ VirtualStore 0 9/19/2011 5:53:04 PM +...
> |y Assodated deleted records 0

Because the Bookmarks menu dynamically adjusts itself based solely on what exists in the active hive, you do
not have to click on bookmarks before you know whether they exist. This is a huge time saver and makes drilling down
into hives much easier.

As you interact with loaded hives, the Bookmarks menu will show you at a glance how many bookmarks are
available, but as we will soon see, Registry Explorer has an even easier way to interact with bookmarks (the Available
bookmarks tab).

The bookmark names are sorted alphabetically as well so it’s easy to find the bookmark you are interested in.
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View
The View menu contains two options: Messages and Plugins.

Messages toggles visibility of the Messages window. The Messages window displays status messages and other

feedback as hives are loaded and so on.

Hives tend to process and load faster when the Messages window is hidden, so keep that in mind when loading

many hives at once or when processing large hives.

| Messages (For optimal performance, dose this window when loading hives) @

Drag a column header here to group by that column
Message Date Message Type Message Hive Path

F o= = Adc e ld
2019-01-09 15:42:19 Info Registry Explorer version ready!
2019-01-09 15:44: 16 Warning Header length is smaller than the size of the file. C:\Temp\NTUSER._d...
2019-01-09 15:44: 16 Warning Header length is smaller than the size of the file. C:\Temp\SYSTEM _d. ..
2019-01-09 15:44: 16 Warning Sequence numbers do not match! Hive is dirty and the transaction logs sho... C:\Temp'\SYSTEM_d...
2019-01-09 15:44: 16 Warning Sequence numbers do not match! Hive is dirty and the transaction logs sho... C:\Temp\MTUSER _d...

b 2019-01-09 15:44:17 Warning Extra, non-zero data found beyond hive length! Chedk for erroneous data... C:\Temp'\SYSTEM_d...

Extra, non-zero data found beyond hive length! Check for erronecus data starting at 0xee0000!

Total messages: & CATemph\SYSTEM_dblake Clear messages Export messages

The total number of messages is also shown on the main window’s bottom status bar to the far right. Double

clicking the message count will show the Messages form.
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Data interpreter

Value: 0 | Collapse all hives

Hidden keys:

As mentioned above, the background of the messages count will be yellow if and warning message exists and
red if an error message exists. The background color will return to default when the Messages window is shown.

The Plugins option displays a list of available plugins and includes such details as the author, key paths, and
descriptions of what the plugin does.

4, Plugins = |- | (S

{ 7-7ip archive history P
Ares P2P information N
ComDlg32 CIDSizeMRL e
DHCPMetworkHints
File Extensions
First folder
Known networks
ComDlg32 LastVisitedMRL
ComDlg32 LastvisitedPidIMRL
Office MRL -

Flugin name 7-Fip archive history

Author Eric Zimmerman, saericzimmerman@gmail.com, 501-313-3778

Key paths Software\7-Zip\Compression

Value name ArcHistory

Version 0.5

Internal GUID 6b129652-d3fb-441f-89c1-fd 37068 55acc

Short description | Extracts archive history from ArcHistory key

Long descaription | Extracts archive history from ArcHistory key

Plugins loaded: 22

Page 19 of 86
Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide
Plugins will be discussed in more detail in a dedicated section of this manual.

Help

The Help menu contains three options: Quick help, Legend, and About. The Legend shows the various icons
seen in the Registry hives tree and a description about them.

The legend contains descriptions for the different icons used for various Registry objects such as hives, keys, and
existing key placeholders. The legend can be seen below.

i Legend @
Registry hive tree Values grid
@ Registry hive Values
#.‘ Registry hive (Dirty) Drag a column header here to group by that column
* Value Name  Value Type Data Data Record Reallocated  Is Deleted Deleted value (RED gradient background)
Registry key v o o o (=] B
X Deleted Registry key b Last RegDword O | V]

Hidden Registry key

Values

Existing Registry key placeholder

= Drag a column header here to group by that column
f Associated deleted records Value Name  Value Type ¥ | Data Data Record Reallocated  Is Deleted Deleted value where data record has
- = = been reallocated (PURPLE gradient
A_ Unassodated deleted records 7|l o B B background)
» (default) Regsz [¥] [#]

0 Contains deleted value(s)
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General concepts
Once hives are loaded into Registry Explorer, Registry Explorer allows you to sort, filter, etc. on both the tree on

the left as well as any grids on the right.

Sorting

Registry Explorer User Guide

Sorting works like most every other program in that you can click on a column header to sort that column. Here

the Value Name column has been sorted.

Values

Value Name

Drag a column header here to group by that column

5

Do not use this registry key
{O0BCFCSA-ED94-4E45-96A1-3F6217F 21990} RegSz

fHD7CcACh” DCOT ATOL DACE DRVAMNTI3TACACT  MaaC—

alue Type

Reg5z

Use the SHGetFolderPath or S...
C:\Users\Donald\AppDatalLo. ..

L L P A et S L]

Notice the small arrow indicating the sort order.

Other options

Value Type Raw

[y

Value Slack

00-00
00-00

AT AT am AD

»

Right clicking on a column header will bring up a context menu that allows for sorting (as well as removing any

existing sorting), grouping, and customization of columns including hiding or showing any columns.

veader here to group by that column

Hnﬂi‘f@

I mf

=i

I

BAry Dmeitioe

Sort Ascending

Sort Descending
Group By This Celurmn
Hide Group By Box
Hide This Calumn
Column Chooser
Best Fit

Best Fit (all columns)
Filter Editor...

Show Find Panel
Hide Auto Filter Row

Conditional Formatting  »
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Filtering
A column can be filtered by clicking in the blank space below the column header and entering something to filter
by. The data will be filtered in real time and the bottom status bar will indicate how many things have been filtered out.

When filters are in place (by entering text in the areas below the column name), information about the active
filter will be shown at the bottom of the tree or grid as shown below.

(T [ PRI L LFLFLFPCl | P P | ) LT LS

‘ Registry hives | Available bookmarks (1/1) |

Key name
¥ Bag
4 | D:\temp\re\UsrClassDeletedBags.dat
4 5-1-5-21-146151751-63468245- 12150379 15- 1000 _Ck
A Local Settings
A Software
A Microsoft
4 Windows
4 Shell
BagMR.LI
Bags
I+ |4 Assodated deleted records
—
( ® Contains([Key name]m
& —

The leftmost X can be used to clear the active filter, the checkbox can be used to disable the filter without
clearing it, and the down arrow on the right side contains a history of the different filters that have been recently used.

The ‘Edit filter’ button on the far right allows you to edit the current filter as needed. This is the same option
that is available in the context menu from above.
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File Tools Options Bookmarks (070) View Help

‘ Reqistry hives (2) | Available bookmarks (52/1) |

Key name T #values # subkeys

T Last write timestamp
# aflcbag = = 3 —

Registry Explorer User Guide

Values

Drag a column header here to gre

4 | C\Temp\NTUSER_dbla ke.DAli Filter Editor
4 [ CsiTool-CreateHi 00Q000a0-4
siTool-CreateHive-{] and ©

4 [~ Software ;
i [Key name] Contains bag €3

A [~ Microsoft ‘
== e L [# subkeys] Equals 3 €3

4 [~ Shell
[== BagMRU

Contains{[Key name], 'bag') And [# subkeys] = 3

e

s Cantains([Key name], 'bag’) And [# subkeys] ='3F Edit Filter

Using these options, very detailed filters can be created.

Clicking the icon in the left side of the filter area allows for changing the filter criteria as well. The default is ‘Contains’
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Clear Filter
KE
il

= Equals

#= Does not equal
A Contains

Ads Does not contain
e s like

Ase s not like
[lec  Begins with
w@ Ends with 1

Is greater than

Is greater than or equal to

>
2
< Isless than
£

s less than or equal to

Conditional formatting
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The Registry hives tree, Available bookmarks tree, values grid, and Find results grid all support creating rules to

format any column contained therein.

For example, by right clicking on the Key name column in the Registry hives tree, the following menu is shown.

1 L L

Key name #... Lastw
3 %l Sort Ascending
4 | D:\temp\re\Us El Sort Descending 2/1/20
4 [ 5-1-5-21-144] Clear Sorting lasses ] 219/
4 [ Local Setti| af19/
b P Muicad B Celumn Chooser 0 9/19/;
4 [ Softwe [y BestFit Right clhicke o
4 = Mig . 0 9/19/
Best Fit (all columns) .

aF ]]'E'l e 0 9/19/
o | Y Filter Editor... 0 919
4 Show Find Panel i a19/2
b Hide Aute Filter Row SR
0 21430
b F= virtualStor EH Conditicnal Formatting » | B Highlight Cell Rules Y

4 | 5 Assocated deleted records Top/Bottom Rules 3

[l 5-1-5-21- - .
4| 5-1-5-21-146151751-63468248-1215037315-100 % Unique/Duplicate Rules »
[ 'I_E_. Local Settings

4§ D:\temp\re\S.dat % Manage Rules... 1231

There are options to format things on a variety of conditions, as seen below.
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v+ s s - g . e ——
Hide Auto Filter Row 0] 9/19/2011 4:31:34 PM +00:00
- Q/10/111 4-31-34 PM_+00:00
EH Conditional Formatting » | B Highlight Cell Rules b Greater Than...
Shel [l Top/Bottom Rules 3 Lezs Than...
' BagMRUI f8 Unique/Duplicate Rules » | [{1] Between...
4 Bags
. , B& Manage Rules... [=] Equal To..
d Shell 0 9/19/2011 4:41:3 Text that Contains...
{5C4F28E5FE69-9E84-8E6... 12 9/19/2011 4:41:3 El Custom Condition...
* | 2 0] 9f19f2|:|114:42:3: L B R L L | i ——

If we select the ‘Text that contains...” option and enter ‘Bags’ along with how we want any matching rows to be
formatted, the tree will reflect these changes. For example, if we entered the following conditions:

Text that Contains =

Format cells that contain the text:

Bags with | Red Fill with Red Text -

v | Apply formatting to an entire row:

QK Cancel

The Registry hives tree would then look like the screen shot below. The instances of ‘Bags’ in the highlighted
rows have been circled for emphasis.

Key name #... Lastwrite tim...
¥
4 D:\tem p‘llne‘L_USI{IassDelett 3/1/2015 7:1...
A 5-1-5-21-146151751-634682458-1215037915-1000_Classes 0 2/19/2011 4:...
A Local Settings i] a/19/2011 ...
s MuiCache 0 9/19/20117:...
4 Software ] 2/19/2011 4:...
A Microsoft i] a/19/2011 4.,
4 Windows i 2/19/2011 4:...
[ CurrentVersion ] a/19/2011 4.,
a Shell 0 9/19/20114:...
3 b [ iBagMRLU {4 2/1/2015 1.
¢ & Bags ) ] 212015 T: 1...
[ Virtualstore 0 Q192011 6:...

These formatting options allow you to create powerful visual indicators when data that is relevant to you is
present in the hives you are looking at. Of course, all formatting options are remembered.

Use the same conditional formatting menu to edit rules.
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Loading hives
To load hives into Registry Explorer, either select one or more hives and drag/drop them onto the main

interface. You can also use File | Load offline hive or press Alt+1 to select hives.

Registry Explorer will load the hives in parallel and as such, smaller hives will show up in the interface before
larger ones. When loading more than one hive at a time, check the status bar at the bottom of the main window to see
how many more hives are being processed.

After selecting a hive, Registry Explorer will fully process the hive. Once that is done, the hive will be displayed
on the main interface. The top-level node for a hive is the full file path to the hive as seen below. The hive node has a
green icon and is also in bold to differentiate it from keys.

Key name # values Last write timestamp
¥
@ D:\temp\re\UsrClassDeleted Ba@ 2/1/2015 7:15:49 PM 40...
3 A gb-l-:-cl-imi:lf:lﬂmlzﬁ?g15-1EIEIEI_C|E|SSES i 9/19/2011 4:30:48 PM +...

[ Local Settings 9/19/2011 43127 PM +...
[ VirtualStore 9/19/2011 6:53:04 PM +...

I+ |4 Assodated deleted records

e S e N o N o |

The last write timestamp for the hive is the timestamp value from the header of the hive.

Below the hive name is the root key for the hive. The root key name can vary for every hive that is loaded. All
other keys in the active (that is, not deleted) portion of the Registry will be displayed under the root key.

If the option to recover deleted records is enabled, up to two different virtual keys may be created: one for
Associated deleted records and one for unassociated deleted records. These virtual keys will not be shown if there
aren’t any deleted records of that type available. As discussed above, these keys can also be hidden using the relevant
option under the Options menu.

The number after Registry hives in parenthesis is the total number of hives loaded. In the example below, there
are 18 hives loaded.
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F

il iocns Bookmarks (1/0) View Help

(

7

Registry hives (18) | vailable bookmarks (41/0) |

name

4 | C\Temp\UsrClass account rename.dat

[~ 5-1-5-21-1141529136-2431258765-826847743-1000_Cla...

4 [ C\Temp\UsrClass CDburn UNC fat filesystem .dat

[: [ 5-1-5-21-1376433243-2010845669-2174274418-1000_Cl...

4 [ C\Temp\UsrClass zip file network stuff.dat

[: [ 5-1-5-21-2035304247-3058324640-2116585241-1114 _Cl...

4 [ C\Temp\UsrClass unicode and network.dat

[ 7~ 5-1-5-21-3640650475-3814930019-1523317725-1003_Cl...

4 [ C\Temp\usrclass.dat

[ 5-1-5-21-1141529136-2431258765-826847743-1000_Cla...

4 [ C\Temp\UsrClass FTP.dat

I:[F= 5-1-5-21-2417227394-25753851356-2411922467-1105_Cl...

B 4i Unassociated deleted records

a LBl A Tamnlincewrlaccd Aat
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Dirty hives
In some cases, Registry Explorer will inform you that a hive is dirty when it is loaded. This means the hive’s
header primary and secondary sequence numbers do not match. More importantly, there is uncommitted data in one or
more transaction logs that need to be applied to the original hive to ensure the most recent data is presented.

The transaction logs are found in the same directory as the hive itself and end with .LOG1 and .LOG2. Both are
needed to accurately replay the transactions contained therein. Registry Explorer will determine which logs to apply and
the order to apply them.

Once the logs have been replayed, Registry Explorer will offer to save out the updated hive to a new location.
The new hive’s header sequence numbers will also be updated to match. This hive (along with the dirty hive, optionally)
can then be loaded into Registry Explorer for review.

Projects

Projects allow you to load one or more hives into Registry Explorer and save the currently loaded hives into a
project file. This allows you quickly load the same hives for a particular case quickly vs having to load a bunch of hives
individually. You can also drag and drop Registry Explorer project files (.re_proj) just like you would a registry hive.

Selecting keys

Selecting keys in Registry Explorer works much the same as it does in regedit or selecting directories in Windows
Explorer. Clicking the small arrow to the left of the key name or double clicking a key will expand that key, displaying any
subkeys that are present. If the arrow is not visible, the key does not have any subkeys.

Keys can be double clicked and expanded, drilling down into the key hierarchy, until the key you are interested
in is located. Alternatively, you can simply start typing a key’s name and the keys will be dynamically expanded as
matching keys are found in the tree.

For example, assume Registry Explorer looks like this:
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Key name

4 [ D:\temp\re\UsrClassDeletedBags.dat

» F| 15-1-5-21-146151751-63468248-1215037915-1000_Classes

4 Local Settings
[ MuiCache
[+ Software
[ VirtualStore
[= | 4 Assodated deleted records
4 | D:\temp\re\5.dat
[+ 5-1-5-21-718126207-1171771683-1750804747-1001_Classes
[» | 4 Assocated deleted records
I+ | g Unassodated deleted records
4 | D:\temp\re\d.dat
[+ 5-1-5-21-2417227394-2575385136-2411922467-1105_Classes
4 | D:\temp\re\6.dat
[+ 5-1-5-21-2208335738-3127931778-3832183526-1002_Classes
I+ | Assodated deleted records

# values

Lo R o R e Y o Y s R s |

-
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Last write timestamp

2/1/2015 7:15:49 PM +0...
9/19/2011 4:30:48 PM +...
9/19/2011 4:31:27FPM +...
9/19/2011 7:02:08 PM +...
9/19/2011 4:31: 27 PM +...
9/19/2011 6:58:04 PM +...

9/23/2013 7:17:31PM +...
812013 7:21:56 PM +0...

5/20/2014 2:19:35 PM +...
1/27/2015 4:47:10 AM +...
4/24/2014 3:02:54FPM +...
8/23/2014 3:20:25 AM +...

If you want to look at the contents of the BagMRU key, click on either the hive path or the root key, then start

typing BagMRU. As each letter is typed, Registry Explorer will search for matching keys and select them. After a few

keystrokes, the following key is selected.

Key name

4 [ D:\temp\re\UsrClassDeletedBags.dat
4 5-1-5-21-146151751-634968245-1215037915-1000_Classes
A Local Settings
[ MuiCache
4 Software
A Microsoft
4 Windows
[ CurrentVersion
A Shell

3 & [ iBagMRLU

[ Bags
[ VirtualStore

r
a

[ IR s Y S o N o Y o [ o R o o R o N s |

. Last write tim...

2/1/2015 7:1...
9/19/2011 4:...
9/19/2011 4:...
9/19/2011 7:...
9/19/2011 4:...
9/19/2011 4:....
9/19/2011 4...
9/19/2011 4:...
9/19/2011 4:....
2/1/2015 7:1...
2/1/2015 7:1...
9/19/2011 &:...

Notice also the part of the key that matched what was typed is highlighted. While a bookmark can be used to

quickly jump to a particular key, using this technique can save a lot of time when you know the name of the key you are

interested in.

Filtering keys

The top of the Registry hives tree contains areas to enter text to filter that column. One thing to note is that only

expanded keys are included in the filter results. To filter against all keys in a hive, use the context menu option to expand

all subkeys (or press Alt+Down) before filtering. The next section will cover the context menu in detail.
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The Options | Show parent keys when filtering option affects what is shown when filtering keys. See the

Options section for a full discussion on how this option works.

While it may seem that filtering is the quickest way to find a certain key, it is quite often faster to type the name
of a key you are interested in (or better yet, using Tools | Find if it exists in more than one place).

Key context menu

As in other places, the context menu changes dynamically depending on what you right click on. For example, if
you right click on a hive’s full path, you will see the option to remove the hive from Registry Explorer. Right clicking
anywhere else but the hive’s path will hide this option from view. Similarly, if a key is hidden, an option to unhide the
key will be shown, else it will be hidden, and so on.

The key context menu looks like this:

Key: Name

@ Remove hive Delete
~ Add bookmark Fa
A Hide key ,
A Unhide key F10
H

8

4% Collape subkeys Alt+Up

@

The name of the currently selected key is shown at the top. Most options also have shortcuts which can be used in
lieu of using the mouse.

e Remove hive: Removes the loaded hive from Registry Explorer. This option is only shown when a hive is
selected (denoted by the full path to the hive name, shown in bold, and with a different icon).
e Add bookmark: Creates a new user bookmark. Full details will be discussed below.
e Hide key
o For this session only: Hides keys matching the selected key’s path from all loaded hives until Registry
Explorer is restarted
o Hide and add to auto hide: Same as the above option, except the key’s path is remembered between
restarts of Registry Explorer. This option is useful to hide non-useful keys in the Registry that get in your
way.
e Unhide key: Unhide previously hidden keys with the same path as the selected key. If a key has been auto
hidden, this option will remove it from the auto hide list.
e Export
o To.reg format: Exports the selected key and its values to plaintext format. This file can then be
imported into the active Registry by double clicking on the generated file.
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o To.reg format recursively: The same as above, except all keys and values for the selected key and all

subkeys are exported.
e Copy

o Key name: Copies the selected key’s key name to the clipboard. Double clicking the key path in the
status bar while holding Shift also copies the key name to the clipboard.

o Key path: Copies the selected key’s key path to the clipboard. Double clicking the key path in the status
bar also copies the key path to the clipboard.

o Last write time: Copies the selected key’s last write timestamp to the clipboard. Double clicking the last
write timestamp in the status bar also copies the last write timestamp to the clipboard. Double clicking
the status bar while holding Shift will copy the key name and last write timestamp to the clipboard.

o Expand subkeys: Recursively expands the selected key and all subkeys. You can also hold the CTRL key while
right clicking a node to expand each key.

e Collapse subkeys: Collapse all subkeys below the selected key

e Technical details: Displays full technical details about the selected key, its subkeys, values, security records, and
hive header. This option will be fully explored below.

Value context menu
A typical value context menu may look like this:

d' "~ S
Value: StartAtLogin
H Eport r
Copy P | = Value summary
@ Data interpreter 42 Value name
I‘f Walue type
(4]  Walue data

The name of the currently selected value is shown at the top.

e Export
o Value data: Exports selected value’s data in binary form to a file

o Value slack: Exports selected value’s slack data in binary form to a file. If a value has no slack, this option
is disabled

o Value summary: Copies a summary of the selected value to the clipboard. An example is shown below.

Registry file: D:\Synch\RegistryHives\lUsrClass.dat

kKey: Local Settings‘\MulCache\24\52CE4B7E

Last write: 2814-85-11 21:24:22

Value: @C:‘\Windows\system32\OobeFldr.dll,-33856 (RegSz)
Data: Getting Started

Slack: 69-B8-6E-88

f [ W B < S Y % Ty
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o Value name: Copies the selected value’s name to the clipboard
Value type: Copies the selected value’s type to the clipboard (RegBinary or RegSz for example)
o Value data: Copies the selected value’s value data to the clipboard. For RegBinary values, the hex
values, separated by a hyphen, are copied to the clipboard as a string
o Value slack: Copies the selected value’s value slack to the clipboard. This option formats the data the
same as the Value data option. If a value has no slack, this option is disabled.
e Datainterpreter: Brings up the Data interpreter window for the currently selected value and converts the
value’s raw data to a variety of formats. The image below is shows how binary data for a 128-bit timestamp gets
converted to different formats.

f.? Data Interpreter El
fiibers .
3 bit, signed -35
3 bit, unsigned 221
16 bit, signed 2,013
16 bit, unsigned 2,013
32 bit, signed 591,837
32 bit, unsigned 591,837
&4 bit, signed 3,377,716,900,938,893
54 bit, unsigned 3,377,716,900,938,893
Float 5,293403E-40
Double 1.66881385215597E-308
Dates and times (9
DOS FAT Time/date (32 bit) nfa
DOS FAT Date/time {32 bit) n/a
Unix/Posix (32 bit) 1970-01-07 20:23:57
Windows FILETIME (64 hit) 1611-09-1509:23:10
CLE 2.0 Date/time (64 bit) 1399-12-30 00:00:00
Windows SYSTEM Dateftime (128 bit)  2013-09-12 02:45:19
Other [
4 GUID 000307dd-0004-000c-0200-2d00 13008502
Maps to
IP Address 221.7.9.0
Strings I
ASCII YO
Unicode Fla -Cli
To Baseod IQCIAAQADAACACOAEWCIAD==
From Baset4 nfa
MOTE: Data is interpreted from the current offset and is not based on the selected bytes
Offset: | 0 () Always on top |:| ¥

Value details
The Value details area will change depending on the type of value selected.

Page 32 of 86
Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide
Type viewer

For all values except RegBinary values, a simple string representation of the value is shown as seen below.

S

¥ ﬁc:\Windows\syst&mSZFxSRESM.dII,—114 { Reg5z Windows Fax and Scan
SWWindows\system32Ymstsc. exe,-4000 Regsz Remote Desktop Connection

ir%e\system32Yeduinit. exe”,-732 Regsz Finds and displays information and Web sites an the Inte
stem3Mnotenad. eve . 460 RenSz Text Document

Type viewer

Value name I@C:‘l,Winduws‘lsystemSZﬁSRESM.dII,—114

Value type IF‘.egSz

Value Windows Fax and Scan

Raw value 57-00-69-00-5E-00-54-00-6F-00-77-00-73-00-20-00-45-00-51-00-73-00-20-00-5 1-00-6E-00-64-00-20-00-53-00-53-00-6 1-00-6E-00-00-00
Slack 63-73

The other thing to notice here is the raw value is also shown (highlighted in yellow above). This allows you to export out
raw data into other tools, etc.

For RegBinary keys, a hex viewer will be shown to display the value’s binary data.

Value Mame  Value Type  Data Value Sladk
? Afc ad Ac e
ModeSlot RegDwaord 36

RLIListEx RegBinary 00-00-00-00-FFFF-FF-FF 00-00-00-00

RegBinary 4A-00-31-00-00-00-00-00-5E-43-...

Type wi

00 01 02 02 04 05 06 07 08 09 0A OB OQC 0D
Q0000000 44 00 21 00 00 00 00 00 5E 43 FB 9E 10 0O 1., A0
Q000000E 41 63 6D 65 00 00 26 00 03 00 04 00 EF BE Acme. . 6... .. T3
Q000001C S5E 43 FB 9E 5E 43 FB 9E 2A 00 00 00 23 00 ACO, ACO, *. . L #F
Q0000024 00 00 00 00 01 00 00 00 00 00 00 00 00 00 . naaay
Q00000035 00 00 00 00 00 00 41 00 632 00 6D 00 B85 00 ...... A c.m e,
Q0000046 0o 00 14 Q0 QO QO
Current offset: 0 (0n)  Bytes selected: 0 () Data interpreter 7

Selecting a byte or a range of bytes will update the Current offset and Bytes selected values at the bottom of the hex
viewer.
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ECurrent offset: = 62 ((x3E)  Bytes

selected: 8 ((xd) }

Value Mame  Value Type  Data Value Slack
7 Afc Afc ad Afc

ModeSlot RegDword 36

MRLUListEx RegBinary 00-00-00-00-FF-FF-FF-FF 00-00-00-00
» 0 RegBinary 4A-00-31-00-00-00-00-00-5E-43-...

Type viewer

a0 01 02 02 04 05 00 O7 08 09 0A OB QC 0D

Q0000000 44 00 21 00 00 00 OO0 00 5E 43 FB 9E 10 00
QQ00000E 41 63 6D 65 00 00 326 00 O& 00 04 00 EF BE
Q0Q000C 3E 43 FB 9E 5E 43 FB 9E 24 00 00 00 23 00
Q0000024 Q0 00 00 00 01 00 OO0 0O 00 00 00 00 00 00
Q0000038 00 Q0 Q0 Q0 00 00 41 00 63 00 6D 00 653 OO0
Q0000046 o0 Q0 14 00 00 QO

Data interpreter 7

o

Slack viewer

For values that have value slack, a Slack viewer tab will be added. This viewer works the same as the Type viewer
for RegBinary values.

QO00Q0000
LU

Current offzet:

I"I

U

2 03 04

‘ Slack viewer .

05

5C 57 69 BE 64 bF

0 (0D

Bytes selected:

m AT one
06 07 08

0 (10D}

~oon

0A QOB 0 ]
uRou Ui U

D

YW ndo

Data interpreter 7

Double clicking on the offset allows for entering an offset to jump to in the hex display.
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Enter offset. Prefix with ‘0x’ for hexidecimal
|nxc2| |

i Type viewer | Slack viewer |

P o n32 = o

00 01 02 03 04 05 06 O7 08 09 0A OB OC OD OF
00 03 00 00 4C 00 OO0 0O 01 14 02 00 00 00 OC
00 20 00 00 00 A5 22 C4 4D 76 95 CE 01 94 3F
CE 01 AD 05 00 00 OO0 OO OO0 0O O1 00 00 00 OC
01 32 00 1F 80 C8 27 34 1F 10 5C 10 42 AA O:
EF BE 12 00 00 00 3B AF 4D 76 95 CE 01 BY
00 00 00 00 00 37 43 D11 00 54 61 73 6¢E
0A 43 84 18 37 43 2E 00 00 00 0D 45 0«
00 00 00 00 [ 34 C5 00 34 00 61 OC
16 00 18 01 05 00 00 37 43 EC 9D 2(
4B 00 00 AA 04 00 EF BE 0A 43 ZA 1%

00 00 053 00 00 00 00 00 00 5A 00 0OC
nn_A5 N nn_A5 NN 74 N0 20 00 A5 0r

Current offset: 193 ((xC1)  Bytes selected: 1 (0x1)

m

When viewing binary data, you can copy the selected bytes to the clipboard as either hex, ASCII, or Unicode via
the context menu:

%1 -] RegBinary 43-00-3A-00-5C-00-78-00-77-00-66-00-5C-00-57-00-69-00-6E-00-45-00-65-00-73-00-2E-00-65-00-73-00-65-00-00-,., &C
— 13 RegEBinary 43-00-3A-00-5C-00-32-00-30-00-31-00-34-00-31-00-31-00-31-00-33-00-30-00-38-00-34-00-33-00-34-00-35-00-5F-...
L. 14 RenRinary 47034 050 015010017 20 -AF 0 -A 70T 2-N01-A 100 A0 002000 46 00 A3 -0 -AC -0 -A5-NN-73-N0-20-00-28- AF
;:; Type viewer | Slack viewer

14:2... o0 01 02 03 04 05 06 07 0& 09 0A OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19 14 1B 1
a1 ALLLLEPESN VREY 00 5C 00 78 00 77 00 66 : 0o 0 65 00 GE 00 7
141... #» Copyhex Ctrl+Shift+H

16:4, . BB Copy bytes as ASCII Cirl+Shift+A

14:1.., |% Copy bytes as Unicode Ctrl+‘3hit$u |

12:5...

18:3... ||

wa |
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In the lower right corner of the hex viewer is a Data interpreter button. Clicking this button will bring up the

Data interpreter that converts the raw hexadecimal data into a variety of formats including dates and times, GUIDs, IP

addresses, and more. The Data interpreter window is shown below.

ﬁ Data Interpreter EI@
fiumbers b
& bit, signed 112
& bit, unsigned 112
16 bit, signed 27,760
16 bit, unsigned 27,760 Value Slack
32 bit, signed 1,634,035,548
32 bit, unsigned 1,634,036,845 0
&4 bit, signed 111,546,229,5631,264
&4 bit, unsigned 111,546,229,5631,264
Float 2.645074E+20 5C-57-69-6E-64-6F
Double 5.51111600086297E-310 . B5-00
Dates and times [N
DOS FAT Time/date (32 bit) 2028-11-05 13:35:32
DOS FAT Dateftime (32 hit) 2034-03-16 12:11:10
Linix/Posix (32 hit) 2021-10-12 11:07:28
Windows FILETIME (&4 hit) 1601-05-10 02:30:22
OLE 2.0 Date/time (64 bit) 1899-12-30 00:00:00
Windows SYSTEM Datetime (128 hit) nja
Other [N
4 GUID 61656C70-6573-0000-3a00-08000400efbe
Maps to
IP Address 112,108.101.97
Strings B
ASCII please
Unicode s
To Basetd GV XMIAAABAAQABADvvitFHLErRQAKQAAAKDCQOAAAA. . .
From Base54 nja
MOTE: Data is interpreted from the current offset and is not based on the selected bytes
Offset: | 14 (0xE) Always on top |:| ¥
0 201405-11 '
5 2013-11-20 21:1 Type viewer | Slack viewer
0 2013-08-3100:10:3 C 1 02 02 04 05 06 07 Q08 09 04A QOB OC QD
0 2013-08-3100:10:36 31 00 00 00 00 00 2B 45 1C B1 10
0 2013-08-3100:10:36 65 61 73 65 00 00 24 00 08 00 04
0 2013-08-3100:10:37 2B 45 1C B1 2B 45 00 28 24 00 00
41 00 00 00 0O OO0 0O OO0 00 QO OO0
1) 20130831 00:36:51 00 00 00 00 00 DO 70 00 6C 00 &5
0/2013-08-3100:36:31 | | | ggood 73 00 65 00 00 00 16 00 00 00 3.5, 8 ...,
0 2013-03-3100:10:38
5 2014-03-21 15:13:34
0 2013-03-3100:10:38
2 2013-08-3100:27:43 Current offset:

14 (0xE) = Bytes selected: = 0 (0w0)

Data interpreter = 7

In the example above, a RegBinary value is selected and the 14" byte has been selected (click on a byte to select

it). To the right of the hex display is an ASCIl interpretation of the binary data. In this case, 70 corresponds to the ‘p’

character.
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The Data interpreter also shows the same offset, 14, but it goes a step further and decodes the ASCII string

‘please’ from bytes 70 6C 65 61 73 65. Registry Explorer will look for a single Null terminator for ASCII strings (00) and
double Null terminators (00 00) for Unicode strings. If no Null terminators are found, the bytes will be interpreted from
the current offset to the end of the data.

The Data interpreter can also convert GUIDs to known folder/location names as seen below.

RegBinary Other B
RegBinary 4 GUID 26eela6d-al0a-44d7-9371-beb0640953633
r Maps to Control Panel
RegDwor IP Address 104.6. 235;
RegBinary Strings B
ASCII h—8
Unicode MBI e
MOTE: Data is interpreted from the current offset and is not based an the selected bytes
Frm ( Offset: 4 (Dxd) > Always on top |:| ¥

14 00 1F ?Dlﬁ EE 26 0A AD DV 44 93 71 BE BO 64 CO 86 83 00 00 ... ph.i & =D g3 dE. ...

In this case, a GUID was found at offset 0x04, 26ee0668-a00a-44d7-9371-beb064c98683, that maps to ‘Control
panel.’

To copy values from the Data interpreter to the clipboard, press Ctrl+C.

Interacting with deleted keys
Registry Explorer can recover both deleted Registry keys and values. It also reassociates deleted values with
their parent keys and subkeys to their parent keys.

In some cases, it is not possible to reassociate recovered keys to an active Registry key because the deleted key’s
parent cell index does not correspond to a key’s offset in the active Registry.

Registry Explorer shows recovered deleted keys in up to three ways: “Inlined’ with existing keys (that is, deleted
keys are shown where they used to exist), Associated deleted records (the same info as inlined keys, but the parent keys
are placeholders), and Unassociated deleted records (no parent key could be found in the active Registry).
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Inlined with existing keys

When Registry Explorer can reassociate a key with an active parent key, it is shown under the root key under its
parent key. The icon for the deleted key (and all its subkeys) is the same as an active key, but a red X is shown in the
lower right corner to denote it is a deleted key. The font for deleted keys is red.

‘ Registry hives (1) | Awvailable bookmarks (1,0} |

Key name #values  Lastwrite ...
¥

4 | C\ProjectWorkingFolder\RegistryViewerZ\UsrC... 212015 ..,
A 5-1-5-21-145151751-63468 2453-1215037915-1000_C... 0 a/19/2011...
4 Local Settings i af19/2011...

b F= MuiCache 0 9/19/2011...

A Software ] a/19/2011...

4 Microsoft ] af19/2011...

A Windows i] 9/19/2011...

[ CurrentVersion i] a/19/2011...

A Shel 0 9/19/2011...

4= BagMRU 4 2/1/2015 ...

3 2/1/2015 ...

3 i2 212015 ...
2 2/1/2015 ...

3 2/1/2015 ...

2 9/19/2011...

0 2/1/2015 ...

b = VirtualStore 0 9/19/2011...

I» |+ Assodated deleted records 0

Associated deleted records

All associated deleted records are also shown under a virtual key called ‘Associated deleted’ records. Under this
key, placeholder keys (keys with a link icon in the lower right) are created that denote active keys, down to the point
where the deleted key can be found. In the example below, the same path as seen above is reflected down to the
‘BagMRU’ key. At this point, the icon and font color changes to indicate the key is in fact deleted and has been
reassociated.
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‘ Registry hives (1) | Available bookmarks (1,/0) |

Key name #values Lastwrite ...
¥
4 | C\ProjectWorkingFolder\RegistryViewerZ\UsrC... 2/1/2015 ...
¥ B E5-1-5-21-146151?51-63468248-121503?‘315-10[][]_[:... 0 9/19/2011...
4| ;. Associated deleted records 0
A "_E_. 5-1-5-21-146151751-63468243-1215037915-1000.., 0
4|__ Local Settings 0
A "_-:- Software i
Jre__ Microsoft i
4(__ Windows 0
0
0
2 2/1j2015 ...
2 2/1/2015 ...
3 2/1/2015 ...
2 9/19/2011...

Unassociated deleted records

In the cases where an active parent key could not be found, the recovered deleted key will be placed under
another virtual key called ‘Unassociated deleted records’ that functions in a similar way to the Associated deleted
records. The primary difference between the two is that there will not be any active parent keys shown for unassociated
records. Unassociated records can be explored like any other records (looking at values, viewing Technical details, etc.).

4 ([ C\ProjectWorkingFolderRegistryViewerZ \NTUSER.DAT g
[ [~ CsiTool-CreateHive-{00000000-0000-0000-0000-000000000000%
i | o Assodated deleted records
4 | g4 Unassodated deleted records

B | w {1a5c7e00-a12e-4cb 3-9cd2-30 59 7F5F 1d3e}

[ w {1BC4FAST-AEEC-4152-BD7A-07SEEDBOE3E 1}
{1CeAS1C9-D07D-4e82-BD 3E-0EE FFE8ACO0S;
{1FODA3Z1F-1Ca1-4b96-E1CC-CBF2D3572353}
{1F411263-3A 1D-43F5-96AF-FS643CEE9 166}
{1faf3ch1-30ac-40ca-b115-5999e 7dafa38}
{1202F564-3522-4149-BADS-58B20 790 704}
{22189D02-CCAS-40AE-ART4-6C2ATR4FEOT 1}

{2E36F 104-B23C-4350-AB41-18ER08940038}
| 3 Incompatiblelist

| I S » TN TR O N Y B o Y o S o

b U U U 4 U ¢
o

®
AP Y PP [ PP Y P P P

s PortSupplier
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Creating bookmarks
To create a bookmark, right click on a key and select Add bookmark.

4 | C\ProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedB...
4 [ 5-1-5-21-146151751-63468248-1215037915-1000_Classes

I

0
[ Local Settings i]
4 [ {VirtualStors L
[ | _---""in 0
[+ L Assod Fd > 0
_—--—-‘
J|I.v-l' »
H Eport »
'm Copy 3
% Expand subkeys  Alt+Down
"'gi Collape subkeys Alt+Up
@ Technical details F5

Since Registry Explorer knows the hive type and key path already, these values will be prepopulated. In the
example below, a UsrClass hive is active and the VirtualStore key is selected.

[ Adding bookmark [
Hive type UsrClass
Category | h
Mame VirtualStore
Key path VirtualStore
Shart description

Long description

Save Cancel

The Category field allows you to place this particular Registry key into a high-level group. This will eventually be
used for reporting. Several preexisting categories are included but typing a new Category will add it to the list.
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The Short description serves as a summary for what the key means or why it is relevant. The value entered for

Short description will show up after the name of the bookmark in the bookmarks menu.

The Long description should contain technical information, links to web pages with more information, or any
other information you want to convey.

Recall the bookmarks menu is dynamic and will update according to the keys that are available for the selected
hive. If, before adding the bookmark, the Bookmarks menu looked like this:

Bookmarks (1/0]  View Help

2 Pl » EagMHUl{SheIIEagrnutkeﬂasti
Manage bookmarks  Ctrl+B ot e L te tim:

lorkingFolder\RegistryViewerZ \UsrClassDeletedB... 21/2015 71!

And our new bookmark looks like this:

[ Adding bookmark @
Hive type srClass
Categary User virtualization -
Mame VirtualStore
Key path VirtualStore

Short description | Storage that's virtual

Long description | This key contains vero eos et accusamus et iusto odio dignissimos dudmus qui blanditiis praesentium
voluptatum deleniti atque carrupti quas dolores et quas molestias excepturi sint occaecati cupiditate
non provident, similique

Save ] I Cancel
The Bookmarks menu will look like this once the Save button is clicked:
0.4.3
Bookmarks (1/1)  View Help

3 Commen (1) .

User created (1) 3 VirtualStore (Storage that's virtual) Fstamp
I wiEgE e Ll L)Eletedﬂ... 2/1/2015 7:15:43 PI
145151751-634558248-1215037915-1000 Classes 1] 3/19/2011 4:30:4E8 ¢
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A ‘User created’ menu is now visible as is our VirtualStore bookmark (with the short description shown in

parenthesis after the key name).

Selecting the ‘VirtualStore’ bookmark expands all child keys to the bookmarked key in the selected Registry hive.

Managing bookmarks

Recall bookmarks are kept in two folders, one for included bookmarks and one for user created bookmarks.

Registry Explorer contains a Bookmark manager that is available under the Bookmarks menu.

[ Bockmark Manager @

Drag & col header here to group by that co
Type Hive Type Key Path Category MName Short Description Long Description

¢ -

Local Settings Aaz Local Settings a Al
Common  NTUSER Software\Microsoft\Windows \CurrentVersion \Run Autoruns Fun User run key Al
Comman  NTUSER Software\Microsoft\Windows\CurrentVersion\UnreadMail Communication UnreadMail Unread email accounts
Common  NTUSER Software \Microsoft\Windows\CurrentVersion\Explorer\CD ...  Operating system  CD Burning CDROM burning info Al
Common SOFTWARE  Microsoft\Windows NT\CurrentVersion Operating system  Currentiersion Windows version information Al
Common SOFTWARE — Microsoft\Windows NT\CurrentVersion'Image File Executio... Operating system  Image File Execution O... Force a program to run via de... Al L
Comman SYSTEM ControlSet001\Control\ComputerMame \ComputerMame Operating system  ComputerMame The name of the computer Al [
Common  SYSTEM ControlSet00 1YControl\Windows Operating system  Windows Last shutdown time Al
Common  NTUSER Software \Microsoft\Windows\CurrentVersion\Explorer\Ru...  Program execution  RunMRU Most recently run programs Al
Common  NTUSER Software\Sysinternals Program execution Sysinternals Sysinternals config info Al
Comman  NTUSER Software\Microsoft\Windows\CurrentVersion\Explarer\Us...  Program execution UserAssist Recently accessed items Al
Common  SYSTEM ControlSet001YControl\Session Manager\WppCompatCache  Program execution  AppCompatCache System compatibility database Al
Common  SYSTEM MountedDevices Storage MountedDevices Currently mounted volumes Al
Common  SYSTEM ControlSet00 1 Enum \USBSTOR Storage USBSTOR USE devices Al
Comman  NTUSER Software\Microsoft\Windows\CurrentVersion\Explarer\Co...  User files and fo... ComDlg32 Common dialog Al
Common  NTUSER Software \Microsoft\Windows \CurrentVersion \FileHistory User files and fo... FileHistory File history info Al
Common  NTUSER Software \Microsoft\Windows\CurrentVersion\Explorer\Re...  User files and fo... RecentDocs Recently opened files by exte... Al
Common  NTUSER Software WinRAR User files and fo... WinRAR WinRar history o
Click on a cell to edit bookmark info. Changes will be automatically saved. Bold column headers denote read-only columns. Press 'Ctrl-Delete’ to remove a bookmark | QK |

The column headers in bold (Type, Hive Type and Key Path) are read only. To edit any of the other columns, click
on that column’s value and adjust. The bookmark is saved automatically, and the Bookmarks menu will be updated

accordingly.

Available bookmarks

The Available bookmarks tab is an optimized way to view all available bookmarks across all loaded hives. Using
the Available bookmarks tab allows you to see all bookmarks that exist without the distraction of parent keys or having

to drill down into different hives to review things.

After loading one or more hives, click on the Available bookmarks tab. An example of this is shown below.

Page 42 of 86
Last revised: 1/7/2020 2:30:22 PM




: Registry hives | Available bookmarks (20/5)

Registry Explorer User Guide

Key name # values
¥
4 [ D:\temp\re\3.dat
3 [ [iBagMRU P14
[ [~ Local Settings i
4 I D\temp\re\4.dat
[+ [~ BagMRL 30
[ [~ Local Settings i]
4 P D\temp\re\2.dat
- = BagMRL 10
[ [ Local Settings i
4 [ D:\temp\re\l.dat
[+ [~ BagMRU 156
I [ Local Settings ]
4 [ D:\temp\re\5.dat
I = BagMRLJ 17
[ [ Local Settings ]
4 | C\ProjectWorkingFolder\RegistryViewerZ \NTUSER.DAT
S| Run 13
I £ UnreadMail 0
[ = CD Burning s
[~ RunMRU i]
[ [ Sysinternals ]
[ [ UserAssist i
I [ ComDlg32 ]
[ [ FileHistory i]
[ [ RecentDocs 150
I [T WinRAR 0
I = Ares 19
[ [ Default
I g FTP 2
Bookmark information
Hive D:\templrel3.dat
Cateqgory User files and folders
Mame EBagMR.LI
Key path Local Settings\software \Microsoft\Windows\shell\BagMRLI
Short description ShellBag root key
Long description ShelBags hold user activity related to accessing resources on a
computer
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Last write imestamp

11/26/2014 4:14:15PM ...

5/20/2014 2:26:24PM ...

1/30/2015 7:00:34PM ...
5/20/2014 2:26:24PM ...

9/23/2014 11:07:17 PM ...

8/1/2014 10:38: 18 PM ...

10/25/2013 2:15:20 PM ...
10232009 10:22:25P...

10232013 3:09: 17 AM ...

9/23/2013 7:52:03PM ...

12/8/2014 1:19:24PM ...

7/29/2014 12:26:56 PM ...
11/28/2014 4:57:04PM ...

5/20/2014 2:26:30 PM ...
5/29/2014 1:06:41PM ...
5/20/2014 2:31:27PM ...
5/20/2014 3:21:50 PM ...
5/20/2014 2:19:35PM ...
12/3/2014 2:59:56 PM ...

9/12/2014 10:45:53PM ...

8/26/2014 5:52:22PM ...

11292014 5:06:33PM ...
11/25/2014 4:52: 19 PM ...

L
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When the root folder for a bookmark is selected (BagMRU in the example above), information about the
bookmark is shown at the bottom of the window in the Bookmark information section.

The numbers at the end of the Available bookmarks tab indicate the total number of common bookmarks (20 in
this case) and the total number of user created bookmarks (5 in this case). Available bookmarks dynamically updates as
hives are loaded/unloaded, bookmarks are created/removed, etc.

Right clicking on a key brings up a context menu. The options work the same way as on the Registry hives tab.
The ‘Jump to key’ option will change the active tab to the ‘Registry hives’ tab and select the bookmarked key. This is
useful to see the bookmarked key in context with other keys.

4 | Dc\temp\re\2.dat
» [ [ BagMRL )] ¢
. L.:..:alsethn Key:BagMRU e , E
4 | Dc\tempire\| == Jump to key on 'Registry hives' F&

[» BagMRLI

& Local Settin Copy - x:j Key name
4 U D:\temp\re) E:f Expand subkeys Alt+Down /°  Key path
i’ BagMRU Collape subkeys Alt+Up = Last write time
r Local Settin _ _ q (.
Technical details F5

4 | C:\ProjectWc ®

Finally, common bookmarks are differentiated from user created bookmarks by showing user created bookmarks in

blue, as shown below:

| Registry hives (1) | Available bookmarks (2/1)

Key name # values # subkeys La

7 Afc = = =
4 i D:\Sync\RegistryHives\1UsrClass.dat 20

[ BagMR.L 15 12 20

[ VirtualStore i 1 20

k > [ iMuiCache 0 120

This makes it easy to spot bookmarks you have added vs ones that were included with Registry Explorer.

Searching

Registry Explorer contains powerful searching capabilities including standard string searches and regular
expression-based searches. It can also search for keys where the last write timestamp is before, between or after a given
timestamp or pair of timestamps, or for values that have a data size greater than a certain number of bytes.
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43 Find
Options  Help

Standard

Search for

History -

Searchin
| Key name Value name

Value data Value slack

Search type

@) Simple
Regular expression

Results (Double click a row in the Results grid to select the search hit in the main window)

Hive path: None  Search hits: None  Enter search criteria and click 'Search’

[E=1 Eon (=™
Last write imestamp Minimum value size
Earliest (UTC) - Minimum size (bytes) 1,000 3
Latest (UTC) - | searen
@) Before () Betwee () After Baset4 in values
Search Minimum length 5o
Search
MNOTE: Unassodated deleted records are not searched in this version
Cancel search | Always on top I:l Export results

Registry Explorer allows you to search all hives at once across key names, value names, value data and/or value

slack. Searching is done against each hive asynchronously and results will appear as they are available.

Options menu

Clear recent

When conducting a standard search, search terms in the ‘Search for’ box are remembered between program
executions. Use this option to clear these recent searches.

Convert

The convert menu contains options to convert the selected search string in the ‘Search for’ box to its ASCII or

Unicode hexadecimal value. This is useful when searching for patterns in Value data.

For example, selecting ‘Eric’ (without the quotes) and using the conversion options results in the following being

shown in the ‘Search for’ box:

e ASCIl: 45-72-69-63
e Unicode: 45-00-72-00-69-00-63-00

The converted value can now be used to search for the initial string in its encoded form. You can also convert terms

to ROT-13 and search for encoded strings as well.

Help menu

Search tips

Shows several tips for different kinds of searches
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Regular expressions
Launches a web page with information about creating .net regular expressions

Standard search
To conduct a standard search, simply enter one or more values in the ‘Search for’ box and click ‘Search.’ You can
also press the Enter key twice on an empty line after entering a search term to perform the search.

i Find
Opticns

Help

Stan

arch far | mui
cache

Search in

Key name Value name

Value data [ | value slack

Search type

() Regular expression

click a row in the Results grid to s

History -
[] Literal

Drag a column header here to group by that column

Hive Mame

1UsrClass.dat

WsrClass.dat
1erClass.dat
1srlass.dat
1lsrClass.dat
1erClass.dat
1srilass.dat

Hit Location

Aflc

Key name

Key name
Key name
Key name
Value name
Value name
Value name

Value data

Last Write Time

2014-03-21 15:14:00
2014-03-09 03:09:51
2014-03-21 15:14:00
2014-09-09 03:09:51
2014-09-11 20:11:43
2013-12-04 19:21:41
2013-12-04 19:21:41
2014-03-11 212422

Key Path

Aflc

Local Settings\MuiCache

Local Settings\Software \WMicrosoft\Windows\shelMuiCache
Local Settings\MuiCache

Local Settings\Software \Microsoft\Windows\shelMuiCache
Local Settings\Software Microsoft\Windows\Currentversi. ..
Local Settings\Software MicrosoftiWindows\Shell\Bags?,. ..
Local Settings\Software \WMicrosoft\Windows\shel\Bags\. ..
Local Settings\Software WMicrosoft\Windows\shel\BagMRL

Hive path: D:\Sync\RegistryHives\ 1UsrClass.dat ~ Search hits: 8 Search completed in 0.00469 seconds across

The Literal checkbox controls whether the term searched for is looked for in binary data when searching in value
data and/or slack. This is explained in more detail below.
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If you entered a regular expression, change the radio button to ‘Regular expression’ so Registry Explorer knows

to use RegEx when searching. The Help menu can be used to get additional help on building .net regular expressions. For
additional resources on regular expressions, click here to view the regular expression searching section for RECmd.

The History drop down will contain a list of your recent searches

Last write timestamp search
To conduct a last write timestamp search, choose the date range to search for via the radio buttons and enter
the required time stamp values, and then click Search (or press Enter).

%3 Find
Options  Help
Standard Last write timestamp

Search for searchin Earliest {UTC)
Keyname [ Value name Latest 2016-06-06 00:00:00 K
[] value data [ Value slack @ Before () Between

Search type

(@) Simple
() Regular expression

History -

ted records are not searched in this version

grid to select the search hit in the main window)

Drag a column header here to group by that column

Hive Name Hit Location Last Write Time

ast write timestamp  9/19/2011 4:31:27 PM +00:00 Local Settings

UsrClassDeletedBags.dat  Last write imestamp  9/19/2011 7:02:08 PM +00:00 Local Settings\MuiCache

UsrClassDeletedBags.dat  Last write timestamp  9/1%/2011 7:02:08 PM +00:00 Local Settings\MuiCache\s

UsrClassDeletedBags.dat  Last write timestamp  2/1/2015 7:15:05 PM +00:00  Local Settings\MuiCache\5\52C64B7E

UsrClassDeletedBags.dat  Last write imestamp  9/19/2011 4:31:27 PM +00:00 Local Settings\Software

UsrClassDeletedBags.dat  Last write timestamp  9/19/2011 4:31:27 PM +00:00  Local Settings\SoftwareMicrosoft

UsrClassDeletedBags.dat  Last write timestamp  9/19/2011 4:31:27 PM +00:00 Local Settings\Software Microsoft\Windows

UsrClassDeletedBags.dat  Last write timestamp  9/19/2011 4:31:34PM +00:00 Local Settings\SoftwareMicrosoft\Windows\Currentversion
UsrClassDeletedBags.dat  Last write imestamp  9/19/2011 4:31:34PM +00:00 Local Settings\SoftwareMicrosoft\Windows\CurrentVersion \Syncvgr
UsrClassDeletedBags.dat  Last write timestamp  2/1/2015 7:15:48 PM +00:00  Local Settings\SoftwareMicrosoftiWindows\CurrentVersion TrayMotify

el mmaPialadbndD nmn Aot |k awibe Hemmebamme AR AA102 TR U ARLAN | aca] Ceddiman10nfha e n Wil nma S LA s n LI

Hive path: D:\Dropboxt\RegistryHives\UsrClassDeletedBags.dat =~ Search hits: 41 Search completed in 0.00240 seconds across 1 hive

Note: Depending on the Date/Time format under Preferences you may see extra characters in the earliest and
latest time stamp fields. These can be ignored.
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Minimum value size search

When searching for values above a minimum size, the size of the value data’s length is shown in the Value Data
column as seen below.

Minimum value size

Minimum size (bytes)

Baset4 in values

Minimum length 50| L

this version
Value Data Length
327,870
14,780
10,343
Always on top |:| Export results

Base64 in values search
This works the same as a minimum value size but validates the value’s data contains a valid base64 encoded
string.
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Interacting with search results

Once a search is underway, results will show up in the Results grid at the bottom of the Find window.

4 Find =Nl

Options  Help

Standard Last write timestamp Minimum value size
Search for | mui Searchin Earliest (UTC) - Minimum size (bytes) W
e Key name Value name  Latest (UTC) - Search
Value data  [] Value slack @ Before (©) Betwee(©) After e ———

Search type Search Minimum length 5002

@) Simple Search

[ ' Regular expression

[ Literal MNOTE: Unassodated deleted records are not searched in this version

Results (Double click a row in the Results grid to select the search hit in the main window)

History -

Hit Location  Last Write Time Key Path Deleted  Value Mame  Hit Text Value Data

,. e = e e #de e &
E:srCIassDeIetedBags.da Key name 2011-09-19 19:02:08 Local Settings\MuiCache = mui

UsrClassDeletedBags.dat  Key name 2011-09-19 19:02:08 Local Settings\MuiCache = cache

UsrClassDeletedBags.dat  Value name 2015-02-01 19:15:48 Local Settings\Software\Microsoft\Windows\Currenty... = Promoted... cache {7820MR75-23R3-4225-82P 1-R41P0O6...
1UsrClass.dat Key name 2014-03-21 15:14:00 Local Settings\MuiCache = mui E
1UsrClass.dat Key name 2014-09-09 03:09:51 Local Settings\SoftwareWMicrosoft\Windows\Shell Mui... = mui

1UsrClass.dat Key name 2014-03-21 15:14:00 Local Settings\MuiCache = cache

1UsrClass.dat Key name 2014-09-09 03:09:51 Local Settings\Software Microsoft\Windows\Shell Mui.... = cache

1UsrClass.dat Value name 2014-09-11 20:11:48  Local Settings\Software Microsoft\Windows\Currenty... = Promotedl... cache {7820NR.756-23R.3-4229-82P 1-R41PO6...
1UsrClass.dat Value name 2013-12-04 19:21:41 Local Settings\Software Microsoft\Windows\shell\Ba. .. = CachedOf... cache 1]

1UsrClass.dat Value name 2013-12-04 19:21:41 Local Settings\Software Microsoft\Windows\shell\Ba. .. (=] CachedOf... cache 1817893 -

Hive path: D:\Sync\RegistryHives\UsrClassDeletedBags.dat = Search hits: 11 Search completed in 0.00037 seconds across 2 hives Cancel search | Always on top I:l Export results

In the above example, a simple search was done for the string ‘mui’ and ‘cache’ which resulted in 334 hits. The
search results contains the hive the hit was found in, what type of hit it was (key name, value name, etc.), the hit text,
and other relevant information.

The columns shown in the Results grid will change depending on what kind of search was done. When searching
in value name and/or value data, two additional columns will be shown as seen below.
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45 Find [E=E(E=E ==
Options  Help
Standard Last write imestamp
Search for | mui searchin Earliest {UTC) A
cache
Key name Value name Latest (UTC) h
Value data ] Value slack @ Before () Between () After
Search type Search
(@) Simple
() Regular expression
Histaor hd
b [ Literal records are not searched in this version
Results {Double click a row in the Results grid to select the search hit in the main wind
Drag a column header here to group by that column h
Hive Mame Hit Location  Last Write Time Hit Text Key Path alue Name  Value Data
¥
» {UsrClassDeletedBags.d 9/19/2011 7:02:08 PM +00:00  mui Local Settings\MuiCache
UsrClassDeletedBags.dat  Key name 9/18/2011 7:02:08 PM +00:00 cache Local Settings\MuiCache
UsrClassDeletedBags.dat  Value name  2/1/2015 7:15:48 PM +00:00 cache Local Settings\Software\Microsoft\Windows\Cur. PromotedI... {7320MR7E...
UsrClass (12).dat Key name 8/18/2011 4:30:44 AM +00:00  mui Local Settings\MuiCache
Hive path: D:'\Dropbox\RegistryHives\UsrClassDeletedBags.dat =~ Search hits: 334 Search completed in 0.50813 ¢ Cancel search | Always on top I:l Export results

When searching in value data and/or value slack, the Search for term will be found regardless of case or

encoding (Western 1252 and/or Unicode to be exact). This makes it easy to find strings that have been encoded in
binary data.

The way this works is to take the raw bytes that make up the value data and/or value slack and convert it to a
string (again, in Western 1252 and Unicode), which is then searched using a regular expression. The regex will find the
hit with exact capitalization, and the exact hit is then converted back to a byte string. This hit can then be reported back
to the application and the data highlighted in context with the rest of the data, regardless of encoding or capitalization.

Here is an example of some search hits for ‘cache’ that were found in binary data:

35 Find [E=NEoR =)
Options  Help
Standard Last write timestamp Minimum value size
Search for | mui searchin Earliest (UTC) = Minimum size (bytes) 2,048
cache
[Clkeyname  [] value name Latest (UTC) -
value data  [] value slack @) Before ) Between After
Search type Search

@) Simple
() Regular expression

History

O] uteral NOTE: Unassociated deleted records are not searched in this version

Results {Double click a row in the Results grid to select the search hit in the main window)

Drag & column header here to group by that column

Hive Name Hit Location Last Write Time Hit Text Key Path Value Name  Value Data

o
L~ 79—28—1F-OD—29-28-D5-DF-A3-23-1B-23-04—00-00-00-00-00-]7—23-00-Tj1-—-5-3::;_;>
Local Settings\Software\Microsoft\Windows\Shell\Bag... & 65-28-1F-00-15" 2805 D=k

U5Z8-00-00-31-53-...
Local Settings\Software\Microsoft\Windows\shell\Bag... 14
UsrClass (12... Valuedata 8/19/2011 1:20:12 AM +... 43-00-61-00-63-00-68-00-65-00 Local Settings\Software\Microsoft\Windows\shel\Bag... 15

Hive path: D:\Dropbosx\RegistryHives\ALL\UsrClass (12).dat ~ Search hits: 110 Search completed in 0.38079 seconds across 3 hives

.

» ?Usrclass ( ! Value data

UsrClass (12,

Value data

UsrClass (12... Valuedata 8/19/2011 1:20:12 AM +...  43-00-61-00-63-00-68-00-65-00 79-28-1F-00-29-28-0 5-DF-A3-23-16-28-04-00-00-00-00-00-17-28-00-00-31-53-....

73-28-1F-00-29-28-D5-DF-A3-23-1B6-28-04-00-00-00-00-00-17-28-00-00-31-53-...

Cancel search | Always on top I:l Export results
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If the Literal checkbox is checked, the additional search against the converted data is not done behind the

scenes. This allows you to look for specific byte patterns without Registry Explorer converting binary data to strings.

Here is an example where the string ‘las’ was found in value slack:

% Find == (=)
Opticns  Help
Standard Last write timestamp Minimum value size
Search las search in Earliest (UTC) - Minimum size (bytes) [ 4007
[Clkey name  [] value name Latest (UTC) h

[] value dafa Value slack @) Before ) Between () After
Search type Search Search

@) Simple
_) Regular expression

[ Literal NOTE: Unassociated deleted records are not searched in this version

Results (Double click a row in the Results grid to select the search hit in the main window)

History

header here to group by that column

Hive Name Hit Location  Last Write Time Key Path « Hit Text Value Name Walue Data Slack

he

» NTUSER Loveall... Valueslack 2008-01-3104:32:24 +... Control Panel\Appearance\New Schemes\19\Sizes\0 B6C-00-61-00-73-00 DisplayMame ESCﬂDﬁlﬂD*?BﬂD \
NTUSER _Loweal... Valueslack 2008-01-3104:32:36 +... SoftwareWMicrosoftiwindows\CurrentVersion{Themes\DefaultVisualStyleOff 4C-61-73 InstallVisualStyleSize 03-00-4C-61-73-74

Hive path: D:\Dropbox\RegistryHives\MTUSER _LoveallDAT = Search hits: 2 = Search completed in 0.00053 seconds across 1 hive

Cancel search | Always on top I:l Export results

In the screen shot above, notice the hit in value slack was found in two different encodings.
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To view the search hit in the main Registry Explorer window, simply double click on the result you wish to view.

The Registry hive containing the hit will be selected along with the key where the hit was found. If the Hit location is in a

value name or in value data, the corresponding value will be selected under the key.

F @ Rogeyy Dplorer v
Fée Took Options Bockmarks (204

a8t wr e YTeetaTo

Regetry boves () | Avalatie Bosimarks |
Key rame
v

g
3

g
i

;

720 ¥8g 8
Hve Nave
Adobe v
UsrCass (12) det
» NTUSER (N).0AT
NTUSER (3).0a7
NTUSER (3).DAT

b heade here L

it Locaton

Value dota
Vel Coty
Value dols
Value cata

oD by

"ot cohrrr

Last Write Time

Q2011 220015 AN +00000
SRANWOLI 7:12:46 7™ 40000
NI N1NE N #0020
SANNLI NN PH +0000

Move path: D\ Deopbon’ Registrybves\ ALL\NTUSER (5).DAT

Search hits: 105 Search completed

Sexwhin Larkest (UTC) -
Cay rame Voo name Latest (UTC) -
V) Vokom data [ Volum dack —— Baiees A
o bype N
,;s;de — -

oo E NOTE: Unassocated deleted records are not searched n #vs verson

Results (Doubde chck a row in the Results gedd 1o select the search hit in the mam window)

Key Path

Locl Setangs Gofware M0 05a R indows Shel BagHRIILYO
[ sofmare Wirxa irsernet\Nexad emazon (Cache

Value Name

| MOSQCRN Ze)

Sofenare'Nexs Internet Wead \Amaron \Cache
Software e Intermet Y Wenad Amaron \Cache
135 seconds across 3 hives

FQamé 1Ot
QUw/aWh iy
Ay

g
P9 09 000

0132018 02:38:90...
013-10-3180L38:23...

V130023 191004,
WI09-23 19114,

V1301 125,

Value

Vaue

W23 19117,

Tyoe viewer | Sack vewer |

Vekue name Poeq_cs;v;mmm--

e i

r:\mwu\m " e TCAThE Content. 1E Sy SOR0LY 4 pocber [ 1], S247208¢

For all simple searches, the search hit will be highlighted (or, in the case of a RegBinary hit, the bytes that make
up the hit will be selected). A few more examples of this are shown below.

For key name hits, the matching part of the key name is highlighted.

Page 52 of 86

Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide

& Registry Explorer

File Tools Options Bookmarks (2/0) View Help

| Regstry hives (3) | Avadable bookmarks (2410) |

Tl:vauﬁ Last write imestamp

Options  Help

Drag a column header here to group by that column

Hive Mame Hit Location
¥
¢ UsrClaszDeletedBags.dat Key name
UsrClass (12).dat Key name
UsnClass (12).dat Ky name
UsrClass (12).dat Key name

Hive path: D:\Dropbox\RegistryHives\U

\Wisr

11-09-19 16:30:43...
2011-09-19 16:31:27...

Results (Double dick a row in the Results g

ag a column header here to growp by that column

Last Write Time Hit Text Key Path

9/19/2011 7:02:08 PM +00:00  cache (m

B/18/2011 4:30:44 AM +00:00  cache
2/42011 5:44:55 AM 400:00  cache Settings\Software Microso
10/22/2010 1:04:21 VirtualStore \MACHIME \SOFTWAF

Search hits: 535 Search completed in 0.00092 seco

2011-05-19 16:31:27...

2011-09-19 19:02:08... [“
-

For value data (when the value type is RegBinary) and value slack, the bytes that make up the search hit are

selected in the hex viewer.
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Options B[}\;kmark;(&/ﬁ) View Help

:5(3) | Available bookmarks (24/0)

[ [ BagMRU

I [F= Bags

== MuiCache
Magnet
MedialmageServices. ideoReader
MedialmageServices. VideoReader. 1
MediaLibraryBuilder .Builder
MediaLibraryBuilder Builder, 1
MIME
RARBuilder .RARBuilder
RARBuilder .RARBuilder. 1
Shareaza.Application
Shareaza, Collection
Shareaza.DataSource
Shareaza.DocReader
Shareaza.DocReader. 1
Shareaza. IEProtocol
Shareaza. JEProtocolRequest
Shareaza.ImageViewerPlugin
Shareaza.ImageViewerPlugin. 1
Shareaza.MediaPlayer
Shareaza. MediaPlayer. 1
Shareaza.PreviewPlugin
Shareaza.PreviewPlugin. 1
Shareaza.RatDVDReader
Shareaza RatDVDReader. 1
Shareaza, SkinInfoExtractor
Shareaza. SkinInfoExtractor. 1
Shareaza. XML
Shareaza, XMLCollection
Software
SWFPlugin, SWFBuilder
SWFPlugin. SWFBuilder, 1

# values

a[=|

I T

Registry Explorer User Guide

45 Fnd =]
Options  Help
Standard Last write timestamp -
Last write times:
Sear r cache Searchin Earliest (UTC)
2011-08-19 01: [T keyname  [] Value name Latest (UTC)
2011-04-0202: [] value dats  [] Value slack (@) Before (") Between
2011-02-0405:
2011-02-1407: Search type
2011-02-1103: -
2011-02-11 03: @ Simple )
ular EXpression
2011-02-1103:
5 : Histol
2011-02-11 03: a [ Literal NOTE: Unassodated deleted records are not searche
2010-06-18 01:
2011-02-1103:
Results ble click a row in the Results grid to select the search hit in
2011-02-1103:
2011-02-0403:1{| Drag a column header here to group by that columi
2011-02-04 0% Hive Mame Hitlo... LastWrite Time Hit Key Path Value Name
2011-02-0403: .
2011-02-1103: +
2011-02-11 03: b UsrClass... Value... 8/19/2011 1:20:12... 43-00-61- 3-00-68-00-65-00 Local Settings\Software \Microsoft\win... |7 79-28-1F-00-29-...
2011-02-0403: UgrClass,.. Value ... 8/19/2011 1:20:12... 43-00-51-00 I0-68-00-65-00 Local Settings\Software\Microsoft\Win... 8 65-28-1F-00-15-...
2011-02-04 03 UsrClass,., Value ... 8/19/2011 1:20:12... 43-00-61-00-6 -00-65-00 Local Settings\Software\Microsoft\win... 14 79-28-1F-00-29-,..
2011-02-11 03: UsrClass.., Value ... 8/19/2011 1:20:1 -00-65-00 Local Settings\Software \Microsoft\Win... 15 79-28-1F-00-29-,..
2011-02-1103: UsrClass... Value ... 8/19/2011 1:20:12... 43-00-61-00-63-00 Local Settings\Software \Microsoft\Win... 16 9D-28-1F-00-4D-...
2011-02-1103: UsrClass... Value ... 8f19/2011 1:20:12... 43-00-61-00-63-00-63-00055-00 Local Settings\Software\Microsoft\Win... 17 79-28-1F-00-29-... . |—
2011-02-11 0% Hive path: D:\Dropbox\RegistryHives\ALL\UsrClass (12).dat ~ Search A 108 Search comple  Cancel search  Always on topD Export results
2011-02-1103:
2011-02-1103:52:52... || S M e
— 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 Q0 00 00 0O 00 00 00 00 0O 00
2011-02-11 03:52:52... 00 00 00 00 00 00 00 00 00 00 00 UM 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2011-02-1103:52:52... 00 00 00 00 OO0 00 00 00 00 00 00 O 00 00 00 00 00 OO0 00 00 00 00 00 00 0O 0O
2011-02-11 03:52:51... 2A 00 00 00 42 82 4C 74 F3 4D 6C 01 4E FB 90 21 E3 64 00 00 00 14 00 00
2011-02-11 03:52:51... [ 00 00 00 00 OO0 00 00 00 00 00 00 02 02 00 00 00 00 00 00 OO0 00 00 OO0 00  ..........
2011-02-0403:04:48. . | 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 4F 00 72 00 &7 00 61 00 6E  ..........
s 3 00 69 00 7A 00 65 00 72 00 20 00 &E 00 61 00 39 00 00 00 24 00 00 00 00 41 00 75 iz.er.
L0203 03:04:8... 00 74 00 6F 00 6C 00 69 00 73 00 74 00 TENKDNER 54 00 69 00 .t.o l.i.s
e N 60 00 65 00 00 00 40 00 00 00 10 60 68 29 82 7C CB 01 6B 00 00 00 22 00 00 00 00 me...@..
2011-02-11 03:52:51,.., 41 NN 75 AN 74 0N AE AN _AC NN ARG AN 72 NN 74 AN 43 NN A1 0N A2 _ON_AR NN_AS 0N 4R At ol
2011-02-1103:52:51... _ || Current offset: = 10,138 ((x279A) = Bytes selected: 10 (0xA)
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For value name and non-RegBinary value data hits, all instances of the search term are highlighted.

45 Find [E=E E5N =
Options  Help
] Standard Last write timestamp
B
Search for |oft zearchin Earliest (UTC)

[[]key name [ value name Latest (LTC)

Value data [ value slack @ Before

{ | Between

Search type

(@) Simple
() Regular expression

[] Literal NOTE: Unassodated deleted records are not searche

the Results grid to select the search hit in the main window)

History

Results (Double click a

Drag a column header here to group by that column

AR AR R LA A A A A A AR AR A A A

Hive Mame Hit Location  Last Write Time Value Mame Value Data
® -
NTUSER. (8).DAT Value data 8/8/2013 7:03:37PM - SoftwareMicrosoft\Internet Explorer{Typed...  url18 http:/fgo.mic... |§|
NTUSER. (8).DAT Value data 10/1/2013 6:51:41 P - iareMicrosoft\MediaPlayer\Preferences Obfuscateds... C:lUsers\Do...
NTUSER. (8).DAT Value data 9/23(2013 7:17:46 P Wicrosoft\Office\15.0\Access\Se. .. Path C:'Program F...
¥ MTUSER (2).DAT Value data 10/23/2013 2:56:32 : FilePath C:Wsers\Da...
NTUSER. (8).DAT Value data 10/23/2013 2:56:32 - Software\Mi \,Ofﬁce'l,lS.E\:Common'l,I... Url https:/foffic... |
NTUSER. (8).DAT Value data 9/23/2013 7:17:46 P Software\Microso FilePath C:\sers\Do... + |—
Hive path: D:\Dropbox\RegistryHives\ALL\NTUSER (8).DAT Search comp | Can arch | Always on top I:l Export results
9:17:51... |
2:57:00... Value C:\Users\Donald\AppDataLocalMicrosoft\Office\15. 0\WebServiceCache \AlUsers\office. microsoft. com\dient- 15-getcontent-Assetld =AF 1028158890
8:79:09...
2:56:36...
0:44:37...

Search tips

The fastest searches are against key names. Searching against value names will be slower than key names only.
Searching value data/value slack is slower still. This is because every value of every key must be looked at in order to
search for value names or value data/slack across all loaded hives.

Do not let this stop you from searching against value names and data however. Even with these options
selected, Registry Explorer can still search multiple hives very quickly (often under a second), but this depends on the
number of keys and values in the loaded hives.

You can export the search results to Excel via the button in the lower right.
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One unique feature of Registry Explorer is the ability to view the technical details of any key, its values, security

information, etc. This feature bridges the gap between a hex editor and other viewers in that Registry Explorer can be

used to validate itself as to its interpretation of Registry data.

To view the technical details of a key, select the key you are interested in, then right click and select ‘Technical

details’ from the context menu. F5 can also be used as a shortcut.

@& Technical details for 'Local Settings\Software Microsoft\Windows\Shel \BagMR.L!

MK record | Values | Subkeys | SK record | Full details as text | Hive details |

(o] o =]

General information

Size (Offset Ox00)

Relative offset

Absolute offset

Signature (Offset 0x04)

Last write timestamp (Offset 0x08)
Iz free

Parent cell information

Parent cell index (Offset 0x14)
Value information

Value count (Offset 0x28)

Value list cell index (Offset 0x2C)

FF
oo
oo

oo
4D

04
6E
01
78
12
52

FF
0o
0o
0o
67

FF
57
oo
oo
61

lommtde S EEe o e APV

0x58 (88)
0x5B00 (23504)
0x6BD0 (27500)
nk

F

{2/1/2015 7:15:41 PM +00:00

m

20
0o
0o
0o

0o

O

4 Flags (Offset 0x0&) 0x00000020
Flags present Compressediame
Mame information
Mame (Offset 0x50) BagMRLU
Mame length (Offset 0x4C) 0x6 (8)
Maximum name length (Offset 0x38) 02 (2)

0x57B0 (22448)

0x4 (4)
0x5A78 (23160)

P T T4

i pdo U

]

]

- -
1C | =

i
i

oo
oo
oo
oo
oo

oo 00 00 00

00 00 00 00  ~§yyhk .
FF FF FF FF *W.|...}...}5.. F¥9y
02 00 00 00 ....KZ. . §
06 00 00 00

Al indexes are relative. Add 0x1000 to find the
same data in a hex editor

Double didk 'Parent cell index' to load technical
details for this key's parent

el

PDBkxf =B

ChProjectWorkingFolder\RegistrnyViewerZ\UsrClassDeletedBags.dat

Bytes selected: 8  Offset: 0n8(8) 7

In the example above, the Technical details for the ‘Local Settings\Software\Microsoft\Windows\Shell\BagMRU’
key are shown. The bytes at the bottom of the details form are the bytes for the NK record as they are found in the

Registry hive as viewed in a hex editor.

As different properties are selected, the highlighted bytes change to reflect the location in the raw data where

that property lives. The Last write timestamp property is selected, as are the bytes that this property is derived from.
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The selected bytes can be copied via Ctrl+C. Hold Ctrl+Alt+C to copy both the property name and the value to

the clipboard.

If a key contains one or more values, the Values tab is visible and contains a list of all the key’s values. Selecting
a value will display the VK record’s properties and raw data as we saw with the NK record above.

@ Technical details for 'Local Settings\SoftwareMicrosaft\Windows\shel \BagMRU! = ECH <™
MK record | Values | Subkeys | SK record | Full details as text | Hive details |
’_Qlues Value properties
' General information =
_ Size (Offset 0x00) OxFFFFFFED (-32)
::EL"'EL;E Relative offset 0x2EAS (11944)
Absolute offset 0x3EAS (16040)
Signature (Offset 0x04) vk
Is free |
4 Flags (Offset 0x14) Ol
Flags present Mame is ASCII c
Mame information [
Mame length (Offset 0x06) w1 (1)
Mame (Offset 0x18) i
Data information
Data type (offset 0x10) 0x3 (ReaBinary)
Data is resident |
Data length (Offset 0x08) Ox16 (22) | &
Data (offset 0x0C) Data at relative offset 0x2ECS (11976)
Other information R

I Virecord | Value data | Value slack

00 01 02 03 (04 05 06 07|08 09 O0A OB|OC OD OE OF 10 11 12 13
00000000 EQ FF FF FF (76 6B 01 00|16 00 00 00|C8& 2E 00 0O (03 00 00 0O ayyykk. . |. . E ..
00000014 01 00 &3 00 (30 00 65 00|64 00 75 00 oo 0oe dou
ChProjectWorkingFolder\RegistnViewerZ\UsrClassDeletedBags.dat Bytes selected: 0 Offset: G0 (0) 7

At the bottom of the Values tab, the raw VK record is shown. A hex viewer for the value data and value slack (if
the value has slack) is also shown. This allows you to see both the VK records and the data in one place. The value
data/slack is the data that is available at the Data offset.
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@ Technical details for ‘Local Settings\Software Microsoft\Windows\Shell BagMRLY [ & =5
MK record | Values | Subkeys | SK record | Full detzils as text | Hive details |
Values Value properties
0 General information o
1 Size (Offset Ox00) OxFFFFFFED (-32)
MRULIStEX Relative offset 0x2EAB (11944)
NodeSiots Absolute offest 0%3EAS (16040)
Signature {Offset 0x04) vk
Is free [
4 Flags (Offset 0x14) Ox1
Flags present Mame is ASCII 3
Mame information 1
Mame length (Offset 0x0a8) 0x1 (1)
Mame (Offset 0x18) ]
Data information
Data type (offset 0x10) 0x3 (RegBinary)
Data is resident [
Data length (Offset Ox08) Ox16 (22) L =
Data (offeet 0x0C) Data at relative offset 0x2ECS (11976)

Dther information

( 7108 09 0A OB|0OC OD OE OF (10 2 13
E0 4F DO 20 (EA 3A 69 10 |A2 D& 08 00|2B 30 30 9D ... PRCE gE:i.g@ . =00
00 00
ChProjectWorkingFolder\RegistryViewerZ\UsrClassDeletedBags.dat Bytes selected: 0 Offset: G0 (0) 7

If a key contains subkeys, the Subkeys tab is visible and contains a list of the current key’s subkeys. Double
clicking on a subkey will open the Technical details report for that key in its own window.

@ Technical details for ‘Local Settings\Software WMicrosoft\Windows\Shell\BagMRL ==
| MK record | Values | Subkeys | 5K record | Full details as text | Hive details |

Double click a row to open the Technical details view for the selected subkey
Drag a column header here to group by that column
Key Mame Last Write Timestamp Subkey Count Value Count Iz Free
v
b i0 | 2/1/2015 7:14:41 PM +00:00 1 |
1 2/1/2015 7:15:41 PM +00:00 1
Page 58 of 86

Last revised: 1/7/2020 2:30:22 PM




Registry Explorer User Guide
Keys found in the active Registry (in other words, not deleted) will have an SK record tab that contains the

security key information for the NK record. The SK record tab works the same as the NK and VK tab in that the hex editor
updates when properties are selected, etc.

& Technical details for 'Local Settings\software Microsoft\Windows\shel \BagMRL! EI\EI
| ME record | Values | Subkeys | SK record | Full details as text | Hive details |
General information >
Size (Offset 0x00) 0xD0 (208)
Relative offset 0x2E0 (736) |
Absolute offset 0x12E0 (4832) 3
Signature (Offset 0x04) sk
Forward link {Offset 0x03) 0128 (296)
Badkward link (Offset 0x0C) 0108 (472)
Reference count (Offset 0x10) {0 1E (30)
Descriptor length (Offset 0x14) 0xB3 (184
Descriptor data [
Revision (Offset 0x18) 0xl (1)
4 Control flags (Offset 0x1A) 0x00003004
Flags present SeDadPresent, SeSelfRelative
Offset to owner (Offset 0x1C) 0xB0 (123)
Offset to group (Offset 0x20) 0x3C (156)
Offset to SACL (Offset 0x24) 030 {0)
Offset to SACL (Offset 0x28) 0314 (20)
DACL b
D avsicinm fnffoat M e £ bi
00 01 02 03|04 05 06 O7 |08 09 OA OB |OC OD OE OF |10 2 13
30 FF FF FF |73 6B OO0 00 (28 01 00 00 (D& 01 00 OO0 |pN=melvpmrivgmeie OF¥yek. . ... ..
B& 00 00 QO (01 OO0 04 B0(50 OO0 OO0 OO |9C OO OO0 OO {00 OO OO0 00
14 00 00 Q0|02 00 oC OO (04 OO0 OO0 OO |00 O3 24 0O0|3F OO0 OF OO0 P A T T T T
01 05 00 00 (00 OO0 00 O5(15 00 00 00|47 19 BG 05|DE V2 C8& 03 R A P <1 I =
DB 01 oC 453 (EE O3 00 OO (00 O3 14 00 |3F OO OF OQO{01 01 00 OO0 OoIHe .. L. R
00 00 00 O05(12 OO0 OO0 OO (00 O3 18 OO0 |3F OO OF OO0 02 00 OO0 B
00 00 00 05|20 OO0 OO0 OO (20 02 00 OO|(0QO0 O3 14 00(19 00 02 OO0
01 01 00 00|00 OO0 OO0 O5(0C OO0 OO0 OO (01 05 00 0O0|{00 OO0 00 05
15 00 00 00 (47 19 BG 03 (DE8 72 C& 03 |DB 01 ©C 453 |EE 03 00 00 co B TUECE DI HE
01 05 00 00 (00 OO0 00 O5(15 00 00 00|47 19 BG 05|DE V2 C8& 03 G T ErE.
DB 01 6C 45(01 02 00 00 OoIH ...
ChProjectWorkingFolder\RegistnViewerZ\UsrClassDeletedBags.dat Bytes selected: 4 = Offsek k10 (16) 7

The ‘Full details as text’ tab contains a textual representation of the selected key including the NK record, all VK
records, and the SK record. This can be copied and pasted into reports as needed.

Finally, the Hive details tab contains information about the hive where the key was found. This includes the
sequence numbers, timestamp, length, root key name, checksum, and so on.
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& Technical details for 'Local Settings\Software WMicrosoft\Windows\shel \BagMRL' EI\EI
MK record | Values | Subkeys | SK record | Full detzils as text| Hive details

General infarmation

Signature regf

Sequence 1 0x15(21)

Sequence 2 Ox15(21)

Timestamp 2/1/2015 7:15:49 PM +00:00

Version 1.3

Length 0x34000 (212,992)

Embedded file name WMicrosoft\Windows\UsrClass.dat

Root cell index 0x20 (32)

Root key name 5-1-5-21-146151751-63468 246-1215037915-1000_Classes

CheckSum OxBCBTIEAC (-1934156180)

Calculated CheckSum 0xBCBT1EGC (-1934156180)

CheckSum match
Plugins

Plugins provide a means to process a key and/or value in the Registry. They are primarily intended for binary or
otherwise obfuscated keys and values to be decoded to a more user-friendly manner. The plugin architecture is open
source and easy to implement.

Each release of Registry Explorer will contain all available plugins, but the hope is that others will also contribute
to the Registry Explorer project, located at https://github.com/EricZimmerman/RegistryPlugins.

Plugins live under the main Registry Explorer directory in a subdirectory called ‘Plugins’ which can also contain
other directories as needed. Plugins are named according to the format:

RegistryPlugin.*.dll

Where the * is a description of what the plugin is for. Any subdirectories under the Plugins directory are also
checked for files matching the above specification.

When Registry Explorer is started, it looks for all files matching that pattern. It then verifies that each file found
is indeed a plugin. If it is, the plugin is made available to Registry Explorer.
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To view all available plugins, use the View | Plugins menu option. When this is selected, the following dialog is displayed:

4 Plugins E=N Eol ==
[
7-Zip archive history - -
Ares P2P information
ComDlg32 CIDSizeMRLU
File Extensions
First folder
i ComDlg32 LastVisitedMRL
ComDlg32 LastVisitedPidIMRL
ComDlg32 OpensaveMRLU
ComDlg32 OpensavePidiMRL
Recent documents

m

Plugin name ComDlg32 LastVisitedMRLU

Author Eric Zimmerman, saericzimmerman@gmail.com, 501-313-3778

Key paths SoftwareMicrosoftiWindows\CurrentVersion \Explorer \ComDlg 32\ astVisitedMRL

Value name

Version 0.5

Internal GUID b?h33fad-e2e7-41e2-bc5h-292433dfa3ba

Short description | Extracts executables and last visited directory from LastVisitedMRU key

Long description | Extracts executables and last visited directory from LastVisitedMRU key

Plugins loaded: 13

As different plugins are selected, the properties for the plugin are updated. In the above example we can see the
name of the plugin and the exact key path (or paths) a plugin will handle.

Plugins can be tied to a key name or a key name and a value name. When a plugin processes particular value,
that value name will be shown in the appropriate field.

The Internal GUID is an identifier Registry Explorer uses to make sure each plugin is unique. In this way you can
have multiple plugins for a given key and things would still work properly (vs. basing uniqueness off of a name or

similar).

The short and long descriptions are used to explain in more detail what a plugin is doing, why it is relevant, etc.
The long description can also include even more details including links to blogs, etc.
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Using plugins
There is no requirement on a user’s part other than clicking on a given key and/or value. As Registry Explorer is
used to navigate around a hive, Registry Explorer checks if any plugins have registered an interest in the selected
key/value. If any plugins are found, the key is passed to the plugin for processing and the plugin then returns results to
Registry Explorer which it then displays.

For example, say a user clicks on the
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\CIDSizeMRU key. This key’s values look like this:

Values

Drag a column header here to group by that column
Value Mame & Value Type Data W

¥
1 RegBinary 45-00-54-00-4B-00-20-00-49-00-60-00-6 1-00-67-00-65-00-7 2-00-2E-00-65-00-, .,
35 RegBinary 6.2-00-59-00-74-00-60-00-61-00-70-00-6 3-00-6 1-00-6 3-00-68-00-5 5-00-75-00-, .,
56 RegBinary A0-00-65-00-67-00-61-00-73-00-75-00-73-00-67-00-75-00-69-00-2E-00-65-00-...
57 RegBinary 70-00-6F-00-77-00-65-00-72-00-7 3-00-68-00-65-00-6C-00-6C-00-70-00-6C-00-, .,
a8 RegBinary F0-00-7 5-00-74-00-74-00-79-00-6 7-00-65-00-6E-00-2E-00-65-00-73-00-65-00-,.,
59 RegBinary 75-00-60-00-77-00-51-00-72-00-5 5-00-2E-00-65-00-75-00-5 5-00-00-00-00-00-, .,
& RegBinary 7B-00-31-00-42-00-46-00-41-00-45-00-45-00-353-00-42-00-20-00-31-00-37-00-,.
ad RegBinary 33-00-5 5-00-74-00-7 5-00-70-00-43-00-6F-00-7 3-00-74-00-2E-00-45-00-73-00-, ..,
61 RegBinary 53-00-68-00-55-00-6C-00-6C-00-42-00-6 1-00-67-00-73-00-45-00-73-00-70-00-, .,
6l RegBinary 4D-00-66-00-74-00-32-00-43-00-7 3-00-76-00-35-00-34-00-2E-00-6 5-00-75-00-,.,
63 RegBinary 40-00-65-00-74-00-32-00-43-00-7 3-00-76-00-2E-00-65-00-73-00-5 5-00-00-00-,.
7 RegBinary 6 5-00-73-00-70-00-6C-00-6F-00-7 2-00-6 5-00-7 2-00-2E-00-6 5-00-73-00-65-00-, .,
g RegBinary &4-00-55-00-75-00-6 5-00-6E-00-75-00-2E-00-65-00-78-00-05-00-00-00-00-00-, .,
9 RegBinary 6E-00-51-00-76-00-69-00-63-00-5 1-00-74-00-2E-00-65-00-73-00-65-00-00-00-, .,
MRLUListEx RegBinary 16-00-00-00-05-00-00-00-00-00-00-00-3E-00-00-00-3F-00-00-00-2A-00-00-00-,.

There are many RegBinary values and an MRUListEx value that tracks the order each of the values. Clicking on a
value would display all the binary data in the hex viewer, like this:
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b 21 [Foe-e E46—UD—69-DU—6C—DD—6|\§JD—4‘I—DD...§ 3 T2-00-6D-00
77 n 7R-NN-35-0N-30-01N-44-0N-35-0N 3 RA-NT-N0-N0

Type viewer | Slack viewer

00 01 02 03 04 05 06 OV 08 09 0A OB OC OD OE OF 10 11 12 13 ”

46 00 69 00 6C 00 65 00 44 00 61 00 74 00 65 00 2E 00 65 00 F.i.l.e.Dia.t.e...e
7% 00 &5 00 00 OO 0O OO0 OO OO0 OO0 OO QOO0 OO 00 OO OO0 00 00 00 S
00 00 00 00 OO0 OO 00 OO0 OO QOO0 OO0 OO0 QO 00 Q0 00 00 Q0D 00 00 .. ..
00 00 00 00 00 OO0 00 00 OO0 Q0 00 00 Q0 00 Q0 00 00 Q0 00 00 i aaas
00 00 00 00 00 OO0 00 00 OO 00 00 OO0 Q0 00 Q0 00 00 Q0D 00 00 . i aaas
00 00 00 00 00 OO0 QO OO0 OO0 Q0 OO0 OO0 OO0 00 Q0 00 00 Q0D 00 00 . . . aans
00 00 00 00 OO0 OO 00 OO0 OO QOO0 OO0 OO0 QOO0 OO0 Q0 00 00 Q0D 00 00 .. ..t
00 00 00 00 00 OO0 00 00 OO0 00 00 00 Q0 00 Q0 00 00 Q0 00 00 . i i aaas
000000AD 00 00 00 00 00 OO0 00 00 OO 00 00 OO0 Q0 00 Q0 00 00 Q0D 00 00 . i aaas
000000B4 00 00 00 00 OO0 OO 00 OO0 OO QOO0 OO0 OO0 QO 00 Q0 00 00 Q0D 00 00 .. ..

000000C3 00 OO 00 OO OO0 OO0 OO0 OO0 OO0 OO QOO0 OO OO0 OO 00 OO 00 OO OO0 DD i i i
ONONONNT" NN_0n_ 0N _an 00 00 00 00 a0 00 00 00 0N _nn_on_0n_on_on_o0_an

Current offset: = 0 (0xl)  Bytes selected: 0 (0] Data interpreter 7

A Unicode string can be seen in the data, but it is difficult to see all the data at once. This is where the plugin
steps in and presents a much easier to use presentation of the values under this key. After a plugin processes a key, a
new tab is displayed next to the Values tab at the top of the right side of Registry Explorer:

Values | ComDlg32 CIDSizeMRU

Drag a column header here to group by that column

Executable MRU ... « OpenedCn

{50D526C4-E50C-4138-A032-29EB90DESEC 35}
PickerHost,exe

EditPadPro?.exe

Mft2Csva4.exe

Mft2Cav.exe
{33BEBBCO-71D4-49E5-9891-640B 26 17 1AF 2}

5/3/2016 4:41:26 PM +00:00

m

ShellBagsExplorer.exe
wwiorensics.exe

{1BFAEFSE-17E3-4D03-BAD2-68853E050708}

LY = I T = T I o =

snagiteditor.exe

[y
=]

chrome. exe

{21EB7BD4-C127-4010-9751-50221AEFO 307}

[P
|

postbox.exe

[y
L)

v, exe

-

Total rows: 64 Export 7

Each value is processed, and the results are displayed in a grid which can then be sorted on, filtered, or exported
as needed
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For plugins that handle a key and a value, like the AppCompatCache plugin, the results of the plugin are

displayed on a tab next to the Type viewer at the bottom part of the interface (below the values tab).

As an example, the 7-Zip archive history value is a NULL terminated list of archives opened in 7-Zip.

Type viewer

a0 01 02 03 04 05 060 O7 08 09 04 OB OC 0D 0E
Q0000000 44 00 2A 00 5C 00 44 00 72 00 EF%D 70 00 B2 D:.N.Dr.o.p. b
QQ00000F 00 oF 00 7& 00 5C 00 21 00 4B 00 72 00 oF 00 cocx b LUK L o,
Q000001E aC 00 oC 00 5C 00 45 00 78 00 70 00 65 00 BE [ % B x.poeon
Q0000020 oo 73 00 65 00 20 00 72 00 65 00 70 00 oF 00 L5.E. . T.E. PO
Q000003C 72 00 74 00 73 00 5C 00 41 00 70 Q0 72 00 B9 JEes W A e,
Q0000 E o0 eC 00 20 00 22 00 22 00 20 00 22 00 20 00 I 203 L2, D.
Q0000054 31 00 36 00 5C 00 471 00 70 00 72 00 69 00 6C TV A por.oi. |
Q0000069 a0 20 00 22 00 232 00 20 00 22 00 20 00 271 00 o203 02,001,
Q0000078 36 00 2E 00 7A 00 29 00 70 00 00 00 44 00 A B...z.i.p... D
Q0000087 a0 5C 00 oD 00 49 00 2E 00 65 00 78 00 o053 00 hem b e x e,
Q0000096 o0 00 42 00 3A 00 5C 00 55 00 72 00 65 00 72 LG v s el
Q0000045 oo 73 00 5C 00 65 00 5C 00 44 00 65 00 73 00 s e L Doe s,
Q0000084 aB 00 V4 00 6F 00 70 00 5C 00 46 00 52 00 4F k.t.o.p. V. F.R O
Q000003 a0 4D 00 20 00 08 00 9 00 74 00 72 00 20 00 Mo horotlosl
aoQoooc2 23 00 51 00 4C 00 2E 00 327 00 74 00 00 00 43 s.aL..7.z...C
Q0Q000E a0 3A 00 5C 00 54 00 65 00 6D Q0 70 00 5C 00 g Toeemopa
Q00000RD aF 00 73 00 54 00 72 00 69 00 61 00 &7 00 B85 c.s.T.r.i.a.g.e
QQ0000FF a0 32 00 5F 00 83 00 75 00 73 00 74 00 aF 00 2. _.c.u. 5.t 0.
Q000010E a6l 00 2E 00 65 00 78 00 65 00 00 00 m..e.x. e...
Current offset: 0 (0x0)  Bytes selected: 0 ((ne) Data interpreter 7

When this value is selected, the 7-Zip plugin processes the value and returns a much nicer list, like this:

NS U UpPUUNE  BUURINGIRD \Siguy IS IS
Registry hives (2) | Available bookmarks (29/0) | Values
Segisme SIS Lasthte Sresn Drag a column header here to group by that column
M o~
4 SOFTWARE I016-05-03 16:20:54,... Value Mame <« ValueType Data Value Type Raw Value Slack
aF— 7Ip 2015-12-30 19:25:46... il _
» 4 Compression 3 RegBinary 44-00-3A-00-5C-00... 3 00-00
4 TS 2016-04-29 16:26:17... Archiver Regsz zip 1 2C-39-29-00
B 7= 2016-04-29 16:26:17... EncryptHeade®h RegDword 0 4
F= zip 2016-04-29 16:26:17..., Level SeqDword 5 4
b B FM 2016-04-27 21:25:25...

ShowPassword 4

[ [~ AccessData

i [ Angryziber

- [ AppDatalLow

[ [~ Binary Fortress Software

2016-02-28 18:58:06...
2016-01-04 23:11:08...
2015-11-17 20:06:41...
2015-11-17 21:37:35...

7-Zip archive history

Type viewer

uoooooooas_amoUNH

I F= Canneverbe Limited % I016-02-29 23:20:70. .. Drag a column header here to group by that column
[ [ Citrix 2016-04-11 20:28:09... Archive Name
I = Clients 2015-11-18 15:09:11...,
b [7 CodeValue Lid 2015-11-24 18:35:05... i » D:'Dropbox\!Kroll\Expense reports\April 23 2016VApril 23 2016.zip
[~ Common 2015-11-17 21:38:00...
D:Yml.exe
== ConEmu 11 2016-05-03 16:20:54.
C:\Users'e\Desktop\FROM hits SQL. 7z
i [ Developer Express 0 2015-12-01 14:58:20... q -
> £~ DevExpress 0 2015-11-25 20:48:449... Ci\TemplosTriage2 custom.exe
- [ DII Interprises 0 2015-12-30 16:50:59...
[ [ Dropbox 0 2015-11-17 21:42:31...
[ [~ DropboxUpdate 0 2015-11-17 21:42:07...
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The data returned can now be filtered, sorted, and exported as we saw earlier.

Some plugins can return a vast amount of information which can make displaying it all in a grid overwhelming. In

these cases, Registry Explorer will, by default, hide the details from the plugin view (but this column can easily be
unhidden if you like). As an example, let’s look at the LastVisitedPidIMRULegacy plugin. When this key is selected, all
values are processed, and the results are displayed as we saw before. This plugin has a property named ‘Details’ which

contains just that, a very detailed listing of information extracted from a value. When a value is selected a new tab is
shown next to the Type viewer tab that contains the details of the selected value, like this:

Eil

Available bookmarks (29/0)

| Values | ComDlg32 LastVisitedPidMRU |

ComDlg32
CIDSizeMRL
DlgInfo
FirstFolder

Desktop
Discardable
ExtractionWizard
FileExts
HideDesktopIcons
LogonStats
LowRegistry

Map Metwaork Drive MR
MenuQrder
MMsStuckRects3
Modules
MountPoints2
OperationStatusManager
Package Installation
RecentDocs

Ribbon

RunMRU
SearchPlatform
Shell Folders
Shutdown
StartPage
StartupApproved
StreamMRU

# values

150

[=RE=-RNN]

WO W e

Last write timestamp

2015-11-18 00:21:50...
2016-05-03 16:41:26...
2016-04-06 16:00:37...
2016-05-02 16:08:09...
2016-05-03 16:41:26..

2016-04-26 01:01:28...
2015-11-17 20:08:26...
2015-11-17 20:06:41...
2015-11-17 20:56:42...
2016-04-29 16:34:25...
2015-11-17 20:08:26...
2015-11-17 20:06:41...
2015-11-17 20:06:41...
2015-12-09 02:09:04...

2015-11-17 20006:41...

2015-11-17 21:38:03...
2015-11-17 20:09:34...
2016-05-02 16:02:11...
2016-03-21 20:18:31...
2015-11-17 21:16:25...
2016-05-03 16:45:21...
2015-11-17 20:09:12...
2015-11-17 20:57:02...
2015-11-17 20:06:35...
2015-11-17 20:06:41...
2016-04-25 17:08:12...
2015-11-17 20:06:43...
2015-11-17 21:46:36...
2016-04-12 00:32:55...

Absolute Path Opened On

Unmapped GUID:
e31ea727-12ed-4702-820c-4b6445f28e 1a

My ComputeriJ:

] »

dc\Host PCAP 4/29/2016 5:48:52 PM +00:00

My
Computer\C: \Temp'testdumpla52b0784bd66 7468, b
Export 7

Drag a column header here to group by that column
-
Value Name  Mru Position Executable
Ny
1] 2 MozBackup.exe
4 4 phpDesigner.exe
b 5 0 Wireshark.exe
1 3 WinHex.exe
Total rows: &
| Type viewer | ComDIg32 LastVisitedPidMRL selected row details

Type: Directory, Value: dc

Extension blocks found: 1|

---------------------- Block 0 (Beefl004)————-—m-
Lang name: dc

Created: 2/19/2016 4:31:10 PM +00:00

Last access: 2/19/2016 4:31:10 PM +00:00

MFT entry/sequence #: 86129/116 (0x15071/0x74)
File system hint: NTFS

_I{¥| Short name: dc
Modified: 2/19/2016 4:31:10 PM +00:00

Type: Directory, Value: Host PCAP

Extension blocks found: 1

---------------------- Block 0 (BeefOODY)———
Long name: Host PCAP

Created: 2/19/2016 4:33:00 PM +00:00

Last access: 2/19/2016 4:33:00 PM +00:00

MFT entry/sequence #: 901605/10 (0x620C5/0xA)

File system hint: NTFS

Short name: HOSTPC~1
_ |l Modified: 2/13/2016 4:33:00 PM +00:00

m

This particular plugin decodes all of the shell items found in the binary data and places this decoded data into
the Details property. This is what is displayed when a value is selected.
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When exporting plugin results for plugins that have a Details property, this column will be exported as well, like

this:

Mormal Page Break Page Custom | [ gridlines Zoom 100% Zoomto

+| Headings

Mew  Arrange Freeze Switch

Preview Layout Views Selection  Window  All  Panes~ Windows ~

Waorkbook Views Show Zoom

A B C D E
1 value NameMru Position  Executable Absolute Path Opened On

Window

F i
Details

5 0| Wireshark.exe | dc\HostPCAP 4/29/2016 5:48:52 PM +0(Type: Directory, Value: dc

Extension blocks found: 1

---------------------- Block 0 (Beefl004) —
Long name: dc

Created: 2/19/2016 4:31: 10 PM +00:00

Last access: 2/19/2016 4:31:10 PM +00:00

MFT entry/sequence #: 86129/116 (0x15071/0x74)
File system hint; NTFS

Short name: dc
Modified: 2/19/2016 4:31:10 PM +00:00

Type: Directory, Value: Host PCAP

Extension blocks found: 1

—————————————————————— Block 0 (BeefO004)
Long name: Host PCAP

Created: 2/19/2016 4:33:00 PM +00:00

Last access: 2/19/2016 4:33:00 PM +00:00

MFT entry/sequence #: 401605/10 (0x520C5/0xA)

File system hint: NTFS

Short name: HOSTPC~1
Modified: 2/12/2016 4:33:00 PM +00:00

The Details column seen in the Excel sheet above is the same that is available after unhiding the details column

in Registry Explorer.
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Creating plugins
NOTE: THIS MAY NOT BE 100% CURRENT AS YOU ARE READING THIS! USE THE EXAMPLES IN THE GITHUB
REPOSITORY FOR WORKING SAMPLES!!

To create a new plugin, download the RegistryPlugins project from Github, open the project in Visual Studio, and
create a new project that follows the correct naming convention similar to what we saw earlier,
RegistryPlugin.<something>. Once the project is created, add a reference to the RegistryPluginBase project as this
project will contain the base types and classes needed for a plugin. Once this is done, the actual coding can begin. By
default, a generic class is created in the new project. Rename this to something more meaningful. This main class will
contain the “brains” of the plugin. Next, add a new class to the project and call it ValuesOut. While you can name this
class anything, most other plugins use this same convention.

The ValuesOut class defines the objects the plugin will return for display in Registry Explorer. For example, the 7-
Zip plugins ValuesOut class looks like this:

-| namespace RegistryPlugin. 7 FipHistory

]

3 B public elass WaluesOut

4 {

5 [ public ValuesOut string archiveName
7 ArchiveName = archiveName;

16 public string ArchiveName | get;

The important things to remember is to add read only properties and define a constructor that allows for setting
up the object. By doing this way we ensure our objects are immutable.

With the ValuesOut class done, we can code the primary class. Using the 7-Zip project as a reference again, let's
take a look at the top section of the class:
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[l namespace RegistryPlugin. 7 _ZipHistory

1 reference | Eric Zimmerman, & days ago | 1 author, 2 changes

public class SewvenZip : IRegistryPluginGrid

1

private readonly Bindinglist<ValuesOut> _walues;

O references | Eric Zimmerman, 7 days 3ED | 13uthar, 1 change

public SevenZip
_values = new Bindinglist<ValuesOut>();

Errors = new List<string:();

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public string InternalGuid => "6b129632-d3Tb-441f-89cl-fd3786855acc”;

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public List<string> KeyPaths =»> new List<string> new[]

1
@"software\7-Zip\Compression™

1s

17 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public string ValueName => “ArcHistory™;

34 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public string AlertMessage | get; private set;

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public RegistryPluginType.PluginType PluginType = RegistryPluginType.PluginType.Grid;

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public string Author => "Eric Zimmerman™;

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public string Email =» “saericzimmerman@gmail.com™;
16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public string Phone =» “S81-313-3778";

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change

public string PluginName =»> "7-Zip archive history™;

21 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public string ShortDescription =2
"Extracts archive history from ArcHistory key™

+F

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public string LongDescription =»> ShortDescription;

16 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public deuble Version => 8.5;

85 references | Eric Zimmerman, 7 days ago | 1 author, 1 change
public List<string> Errors | get; |
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After the class name we can see a reference to an Interface, IRegistryPluginGrid. This interface contains the ‘rules’ the

class must follow as it relates to properties. The interface definition looks like this:

-] namespace RegistryPluginBase.Interfaces

- public interface IREgist’yPluéinE’id :
r

IRegistryPluginBase
1
- Jid <summary>

/) </summary>

/¢ <remarks:The underlying class should extend ProcessedValue</remarks:>
/¢ <value>The wvalues.</value:
4G references | EricZimmerman, 318 day=ago | 1 autho change

IBindinglist Values { get;

Which in turn references another interface, IRegistryPluginBase, that looks like this:
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reference | Eric Zimmerman, 3

public interface IReglat';PluglnBa:e
1

/) <summarys

Iy Gets the internal unique identifier.

'/ </ summary >

<remarks>

/ Set this to a static GUID value in Elugin's constructor. This is used to make sure E&ggiﬂ; aren't loaded more
I/ than once.

A </remarks:

'/ <wvalue:The internal unique identifier.</value>

& references Eric Zimmerman, 308 days aso authors, 2 chaneses

string InternalGuid | get;

/! <summary>

' The path to the key this Elugln handles.

/ </summary>

/ <remarks:Do not include the root key in the key path</remarks:
e aualue>The key path <fvalue>

f The wvalue name this Elugin handles
'/ </summary>
a«alue>The name of the value.</value>

string ValueName get;

/A <summary
) Gets the alert message.
ff/ </summary>
<remarks:0Optional message to display to user (an interesting value, missing infe, etc)</remarks:
i <ualue>The alert message.</value:

string AlertHessagE

Regl:t';PluglnT;pe P g T;pe PluglnType get;
31 ol1

16 references | EricZimme
string Emall get;
16 re ac | EricZimmern
string Phone | get;
& references | EricZimmearm
strlng PluglnName

string ShortDescrlptlon

strlng LongDescrlptlon

double VEPSlon getj

25 references | EricZimmerman,

L1;t(str1ng> Errors

/i <summary>

' Process raw values into plugin specific format

£ </ summary >

' <remarks>This method should populate the 'Values' property for plugins implementing this interface</remarks>
<param nawe—”key *The key where 1nValues originated. Also contains all subkeys, values, etc</param>

Zimmerman, 208 days a=o authao chanze

UDld ProcessValues Regl;t’;Ke; key H

These interfaces define what properties must exist in a class that implements a given interface.

Looking back at our SevenZip class, we can see several of the properties from the interface definitions along with
a few other fields and variables. First, we see a read-only collection named _values which will hold each of our ValueOut
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objects we create. Next is the constructor which initializes the class. The internal GUID is nothing more than a unique

GUID that can be generated via the C# Interactive window (or any other means using Guid.NewGuid.ToString() method).

The next two properties define the key that this plugin is interested in and optionally, a value. This particular
plugin does contain a value name and as such, a combination of the key name and value name is used.

The PluginType defines the how the resulting data from the plugin will be displayed. As of 0.8.0.0, Grid is the
only valid option.

The Author, Email, and Phone properties contain information about who made the plugin and how to get a hold
of them.

The PluginName, descriptions, and Version properties are next and are self-explanatory.

The Errors collection will contain a list of any errors encountered by the plugin as it processes a key and/or
value.

The remaining part of the class looks like this:

Page 71 of 86
Last revised: 1/7/2020 2:30:22 PM



Registry Explorer User Guide

public List<string> Errors | get;

public woid ProcessValues|Registrykey key

_wvalues.Clear();
Errors.Clear();

try
{
var arcHist = key.Values.SingleOrDefault(t => t.ValueName == "ArcHistory");
if (arcHist != null
var arcs = Encoding.Unicode.GetString(arcHist.ValueDataRaw).Split('"\a');
foreach (wvar arc in arcs) I

I
L

if (arc.Trim{).Length == @
continue;

var v = new ValuesQutiarc);
Values.Add v ;

catch (Excepticn ex)

{

Errors.Add($"Error processing 7-Zip archive history: {ex.Messagel}™);

if (Errors.Count > @)

{

AlertMessage = "Errors detected. See Errors information in lower right corner of plugin window”;

public IBindinglist Values =» _walues;

The ProcessValues function is called by Registry Explorer when it is determined a given key should be processed
by a plugin. This is where a key should be looked at and processed into ValuesOut objects. It is very important to
properly handle any possible errors by use or Try/Catch blocks. This keeps the plugin from crashing and allows for
reporting errors to a user in a consistent manner.

The AlertMessage can be anything a plugin author wishes and will be displayed in Registry Explorer below the
grid containing plugin results.

The Values property at the bottom is the property Registry Explorer will use to display the data returned by the
plugin.
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Creating plugins is very simple in that it is some basic plumbing code (name, email, key path, etc.) and a single

function to process things. While this example showed a simple plugin, there are other, more complicated examples in

the Github project you can use as templates for new plugins.

RECmd

RECmd is a command line tool used to access offline Registry hives. It includes many of the same features as

Registry Explorer including searching, looking at keys and values, and exporting data. Version 1.2 added batch mode and

plugin support for automated searching and extracting of data to CSV.

RECmd uses the same back end as Registry Explorer to process Registry hives. RECmd is open source and the
source code is available here.

Getting started

Running RECmd.exe without any arguments displays a list of command line options as shown below.

RECmd version 1.2.9.8

uthor: Eric Zimmerman

(saericzimmerman@gmail. com)

https://github.com/EricZimmerman/RECmd

Mote: Enclose all strings containing spaces (and all RegEx) with double guotes

d
f

kn

bn

csvf
savelo
json
details

Basebd
MinSize

[T T ]
A a s =

w
u

literal
nd
regex

dt
nl

recover

debug
trace

Example: RECmd.exe --f

RECmd.exe --f ™

RECmd.exe --f

Directory to look for hives (recursively). -f or -d is reguired.
Hive to search. -f or -d is required.

Display details for key name. Includes subkeys and values

Value name. Only this value will be dumped

Use settings from supplied file to find keys/values. See included sample file for examples
Directory to save CSV formatted results to. Required when -bn is used.

File name to save CSV formatted results to. When present, overrides default name

Saves --wn value data in binary form to file. Expects path to a FILE

Export --kn to directory specified by --json. Ignored when --vn is specified

Show more details when displaying results. Default is FALSE

Find Basetd encoded values with size >

Basebd (specified in bytes)

Find values with data size >= MinSize (specified in bytes)

Search for <string»> in key names.

Search for <string> in value names

Search for <string> in wvalue record’'s wvalue data

Search for <string> in value record’'s value slack

If true, --sd and --ss5 search value will not be interpreted as ASCII or Unicode byte strings

If true, do not show data when using --sd or --ss. Default is FALSE

If present, treat <string> in --sk, --sv, --sd, and --ss as a regular expression. Default is FALSE

The custom date/time format to use when displaying time stamps. Default is: yyyy-MM-dd HH:mm:ss.fffffff
When true, ignore transaction log files for dirty hives. Default is FALSE
If true, recover deleted keys/values. Default is TRUE

Show debug information during processing
Show trace information during processing

\Temp\UsrCla --sk URL --recover false --nl

ss 1.dat”
\temp\UsrClass 1.dat” --StartDate "11,/13/2014 15:35:81"
"D:\temp\UsrClass 1.dat" --RegEx --sv "(App|Display)Name"”
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There are several groups of command line options for RECmd. They are not case sensitive.

Source
e f: The full path to the hive to process. If the path contains spaces, include them in double quotes.
e d: The full path to a directory to recursively search for hives to process. If the path contains spaces, include them
in double quotes.

Batch
e bn: Path to batch configuration file (see section below for details).

e csv: The directory to save batch results to
e csvf: File name to save CSV formatted results to. When present, overrides default name

Query
If either the key or value has spaces in them, be sure to enclose them in quotes.

When passing in key names, the root key name is optional. This is because most of the time you will not even know
the root key name in order to be able to include it.

To get default values, use a value name of "(default)".

e kn: The key name to look for. If used without --vn, displays all subkeys and values.
e vn: Display only the value specified

e SaveTo: Saves --vn value data in binary form to a file

e json: Export --kn to directory specified by —json. Ignored when --vn is present

e details: Show more details when displaying results. Default is FALSE

Search
This is a particularly useful feature to locate data across hives in key names, value names, and perhaps most
importantly, in value data.

Searching is broken down into four types, by last write timestamp, value data minimum size, simple string searches (and
regular expression (RegEx) based searches when --RegEx is present).

e MinSize: Find values with value data size greater than or equal to the specified size (in bytes).

e Baseb4: Find Base64 encoded values greater than or equal to the specified size (in bytes).

e sk: Search for <string> in key names

e sv: Search for <string> in value names

e sd: Search for <string> in value record’s value data. The value data will be converted to its equivalent in ASCII
and Unicode and searched/compared to <string> unless the --Literal switch is used

e ss: Search for <string> in value record’s value slack. The value slack will be converted to its equivalent in ASCII
and Unicode and searched/compared to <string> unless the --Literal switch is used

e RegEx: If present, treat <string> in --sk, --sv, --sd, and —ss as a regular expression

o literal: If present, the --sd and --ss search value is not interpreted as ASCIl and Unicode strings
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e nd: When true, suppress showing data when --sd or --ss is used. Default is FALSE.

e recover: If true, recover deleted keys and values. Default is TRUE

o nl: When true, ignore any transaction logs for dirty hives. Default is FALSE
e dt: Custom date/time format for displaying timestamps

e debug: Enable debug messages

e trace: Enable trace messages (VERY verbose)

Simple searches

The two letter search options starting with ‘s’ are string search options. These options look for matches via
‘contains’ logic rather than ‘begins with’ or similar. For example, if you search for ‘cache’, the following keys would
match if they existed in the Registry hive:

e Muicache
e Cacheitems
e UnCAcHeD

Simple searches are not case sensitive.

To search for binary data in value data, simply string the hex characters you want to find together, separated by
dashes (04-00-EF-BE for example).

.\RECmd.exe D:\Temp\,
RECmd version 1.2.08.0

uthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/RECmd

lote: Enclose all strings containing spaces (and all RegEx) with double quotes

Processing hive 'D:\Temp\Usr(lassDeletedBags.dat’

‘Local Settings\Software\MicrosoftiWindows\ShellyBagM
3F-D9-83-11-80-55-73-65-72-73-00-60-00-03 - 00 - EEEEEEEE
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This allows you to find signatures for common data structures ANYWHERE in the Registry. The binary signature

used above is that of a BEEFO004 extension block, commonly used in ShellBags. It contains information such as MAC
dates/times, MFT info, etc.

When using the sd and ss switches, the value data or slack will be converted to its equivalent ASCIl and Unicode
representation from the raw bytes. For example, if you searched for Ask, three searches would actually happen:

For the ASCII string itself
Raw data converted to ASCII string. A case insensitive search against this string is performed. If found,
the position of the hit is used to extract the exact string that was hit on. This string is then converted
back to bytes and reported as a hit.

3. Raw data converted to Unicode string. The rest happens as in step 2.

This allows string searches to find data regardless of encoding or case. If data is found in encoded form, the
exact bytes making up the hit are highlighted. These bytes may differ from the searched for string if the capitalization
was different.

If the --Literal switch is used with sd or ss, then only the first search is done behind the scenes. This allows you to
look for specific byte patterns without RECmd interpreting raw data or slack to ASCII or Unicode.

Regular expression searches

When the --RegEx switch is present, the search term used is treated as a regular expression. Regular expression
searches offer much more powerful capabilities to find things at the cost of having to follow a more complex set of rules
when building search terms. Another tradeoff is that it can be slower depending on how complicated your RegEx is.

Enclose the RegEx in quotes to make sure the shell does not try to interpret anything in there.
As with simple searches, regular expression-based searches are case insensitive.
Regular Expression examples

Finding keys
To find all keys that contain ‘Microsoft.Bing’ followed by an F, H, or a W, then an o, use the following search:

RECmd.exe -f "D:\temp\re\UsrClass 1.dat" --RegEx --sk "Microsoft.Bing[FHW]o”

‘ActivatableClasses\Package\ IR PlodAndDrink 3 B 4.2 : “wePyb%d“bbwe'
'Extensions\ContractId\Windows.BackgroundTasks\Packag : B odAndDrink_3.0.4.212 x64  8wekyb3d8
'Extensions\ContractId\Windows . Launch\PackageIld\| lodAndDrink_3.8.4.212 x64  8wekyb3d e
'Extensions\ContractId\Windows.Protocol\Packageld" lRESEEaEEE lodAndDrink 3.8.4.212 x64 8wekyb3d8bbwe®
‘Local Settingsi\Software\Microsoft\Windows\CurrentVersion\AppContainer\Storage') odanddrlnP 8w

‘Local Settings)\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families)

‘Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Families' il

‘Local Settingsh\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Packages’

‘Local Settingsi\Software\Microsoft\Windows\CurrentVersion\AppModel\Repository\Packages'\[ill

‘Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModel\SystemAppDatall ot 2
‘Local Settings\Software\Microsoft\Windows\CurrentVersion\AppModell\SystemAppData\[IIEEaiie WlodAndDrink_
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Finding values

To find all values with names that contain either ‘AppName’ or ‘DisplayName’, use the following search:
RECmd.exe -f "D:\temp\re\UsrClass 1.dat" --RegEx --sv "(App | Display)Name"

326 results were found, but due to the length of the output, only a few are shown below.

Value: 'C:\Program Fi x86) \VMware\VMware Workstation\vmware.exe.Friendly|
osoft\Windows\Shell\M *, Value: 'C:\Program Fi (x86)\Common Files\Microsoft Shared\MSEnv\VSLaunche
osoft\Windows\ShelliM ', Value: "C:\P o i (x86)\Microsoft Office\0fficelS\WINWORD.EXE.Friendl
osoft\Windows\Shell\M *, Value: '"C:\P r l (x86)\Windows Media Player\wmplayer.exe.Friendly
osoft\Windows\Shell\M ', Value: 'C:\Program Files\Windows NT\Accessories\WORDPAD.EXE. Frlendl) Y bl
osoft\Windows\Shell\M *, Value: 'C:\Progr i \XMLSpy 2815\ XMLSpy . exe . Friendly}

Settings\Software\Microsoft\Windows\Shell\MuiCache', Value: 'C:\Program Files (x86)\Just Great Software\EditPad Pro 7\EditPadPro7.exe.Fri

Notice that some of the hits are in red. This means they were recovered keys/values.

Finding data
To find all values whose data contains ‘URL:bing’ followed by either an m, h, or s, use the following search:

RECmd.exe -f "D:\temp\re\UsrClass 1.dat" --RegEx --sd "URL:bing[mhs]"

*binghealthnfitness’, Value: '(default)’, Data: ARl 2 L thnfitness®

"bingmaps’, Value: '(default)®, Data: "HEESEH
"bingsports', Value: "(default)', Data: 'S8

For more examples, run RECmd.exe without any command line arguments.

All regular expressions must of course be valid .net regular expressions. Different flavors of RegEx providers
allow for different syntax, so be sure to use the proper syntax.

RegEx tutorials for .net.
https://msdn.microsoft.com/en-us/library/az24scfc%28v=vs.110%29.aspx

http://regexhero.net/reference/

https://msdn.microsoft.com/en-us/library/hs600312%28v=vs.110%29.aspx

http://www.codeproject.com/Articles/9099/The-Minute-Regex-Tutorial

http://www.systemtextregularexpressions.com/help

RegExBuddy is an awesome tool for building and testing RegEx against data sets.
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Batch mode works by crafting a YAML formatted document and passing it into RECmd via the --bn switch. Data

will be saved to the directory specified by --csv. Batch mode also allows for the use of plugins. These plugins are the

same plugins as found in Registry Explorer and work the same way. When used by RECmd, the data from the plugin will

be normalized into a standard format for CSV output. With that said, when a plugin is used to process a key or

key/value, the data generated by the plugin is also saved out to a CSV. In this way, it is very similar to exporting the data

from Registry Explorer (albeit to Excel vs CSV).

=
W00 s W b pa
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Several example batch file specifications ship with RECmd, but let's take a look at one in more detail.

Descripticon: Sample RECmd batch file

Author:
Version:

Eric Zimmerman
1

Id: abl3eb5f-31db-5cdc-83df-88ec83dc7a

Keys:

Description: Typed URLs

HiveType: NTUSER

Category: Browser history

KeyPath: Software\Microsoft\Internet Explorer’\TypedURLs
Recursive: false

Comment: “some comment”

Description: WordwheelQuery

HiveType: NTUSER

Category: User searches

KeyPath: Software\Microsoft\Windows\CurrentVersion\Explorer\WorditheelQuery
Recursive: true

Comment: “search comment”

Description: Network MRU

HiveType: NTUSER

Category: Network shares

KeyPath: Software\Microsoft\Windows‘\CurrentVersion\Explorer\Map Network Driwve MRU
ValueName: MRUList

Recursive: false

Comment: "walue only™

Description: UserAssist

HiveType: NTUSER

Category: Execution

KeyPath: Software\Microsoft\Windows\CurrentVersion\ExploreriUserdssist
Recursive: true

Comment: "user assist”

The specification for a batch file is as follows:

Header

Description: A general description of what this batch file is going to find
Author: Name of made this batch file (can me more too, like contact info)
Version: A version number that should be incremented as changes happen
Id: A unique (across all other batch files) GUID that identifies this batch file
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o Keys: A list of things to look for

Keys collection
Each entry consists of:

o Description: A user-friendly description of what this key will find. Can be anything from the key name to
a friendlier description of what it means, etc.

e HiveType: The type of hive this entry corresponds to. Valid choices are: NTUSER, SAM, SECURITY,
SOFTWARE, SYSTEM, USRCLASS, COMPONENTS, BCD, DRIVERS, AMCACHE, SYSCACHE

e KeyPath: The path to the key to look for

o ValueName: OPTIONAL value that, when present, is looked for under KeyPath

e Recursive: Whether to process KeyPath recursively or not

e Comment: Like Description in that you can add various things here that end up in the CSV

While the example above only includes NTUSER, you can mix and match as many different hive types as you like
(again, see the examples) so you can extract data from NTUSER hives, SYSTEM, and SOFTWARE for example.

To use batch mode, supply the file to the --bn switch, along with --csv to tell RECmd where to save results:

RECmd.exe --bn D:\Code\RECmd\RECmd\BatchExampleUserAssist.reb -f C:\Temp\NTUSER_dblake.DAT --nl --
csv C:\Temp

We only searched a single hive here, but if we used -d vs -f, we could search entire directories for hives to
process.

Found key 'ControlSetB8l\Services"!

Found 655 key/value pairs across 1 file
Total search time: ©8.949 seconds

Saving batch mode CSV file to "C:\Temp'20198189202053 RECmd Batch BatchExampleServcies Output.csv'

This results in a few files being created, one for the batch data, which is named after the name of the batch file
passed in, and the other is named after the Plugin that was executed (Services) along with the full path to the hive for
that particular file.

Mame BIZe
-] 20190109202053_RECmd_Batch_BatchExampleServcies_Output.csv 250 KB
Bz 20190109202053_Services_C_Temp_SYSTEM_loneWalf.csv 157 KB

| SYSTEM_leneWaolf 12.2 ME
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This lets you know exactly what was found (Services) and where it was found (C:\Temp\SYSTEM_loneWolf). If

you had 10 NTUSER.DAT hives and 3 plugins ran on each, you would end up with 31 files generated, 1 for the main batch
mode CSV, and 30 for the plugins.

The main batch mode CSV also contains a pointer to the detailed plugin CSV so if you do need to drill down you
can do so easily.
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Version changes

For versions after 1.2.0.0, see Changelog at https://ericzimmerman.github.io

Version 1.2.0.0

NEW: Updated controls and nuget

NEW: Display deleted values with red gradient in values list

NEW: Display deleted values with non-resident data with purple gradient when the data record that value points to has
been reallocated to another cell somewhere else.

NEW: RECmd completely rewritten, adding support for plugins and batch mode

CHANGE: Updated back end Registry parser with tweaks and new features
CHANGE: Updated plugin interfaces to support batch mode in RECmd

FIX: Handle fringe errors related to save paths, loading bookmarks, etc

Version 1.1.0.0
NEW: Updated controls, move to Fody vs LibZ for single exe

CHANGE: Show slack tab when a plugin is used

FIX: Fixes for handle leaks
FIX: Handle NK record referencing deleted value per @errnofail’s research
FIX: Various tweaks and fixes

Version 1.0.0.0

NEW: Display warning when Header sequence 1 != sequence 2. this means the hive is dirty and there are transactions in
the log file(s) which has not been committed to the hive.

NEW: Updated controls and dependencies

NEW: For non-RegBinary values, display 'Binary viewer' tab which contains the value's raw data.

NEW: When grouping in a grid, show the total number of items in the group in the header

NEW: Added plugins for Bluetooth, Bam, Dam, RecentApp, etc.

NEW: Detect dirty hives and offer to replay transaction logs (new format only) so the hive contains all data contained in
the transaction log(s).

CHANGE: RegNone values are treated like RegBinary and are shown in a hex viewer which allows for interacting with
bytes more easily
CHANGE: Merge some changes from other users to plugins (SAM)

FIX: Update existing plugins to support new cases (AppCompatcache), timestamp to UTC (Office), etc.

Version 0.9.0.0

NEW: Added Raw Value property to non-RegBinary values that contains the bytes that make up the value. This is useful
for copying out into other programs like DCode, etc.
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NEW: Plugins added for Known networks (SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList),
WordWheelQuery, TypedURLs (including TypedURLsTime), Services, Terminal services client (RDP history),
DHCPNetworkHint,
NEW: Added Options | Convert selected | To ROT-13 in Find window. This allows for searching for things ROT-13
encoded like UserAssist, etc without having to rely on a plugin
NEW: Added '# subkeys' column to Registry Hives and Available bookmarks trees
NEW: Added 'Selected hive' to left side of status bar that tracks the name of the hive currently selected. Double clicking
copies full path of hive to clipboard
NEW: More bookmarks
NEW: Add indicator for 'Deleted' in search results
NEW: Added 'Data interpreter' option to Values context menu. This allows you to view and decode the raw value data in
a wide variety of formats (integer to EPOCH date, etc.)
NEW: Much better filtering options in trees and grid including Excel like filtering
NEW: Updated controls
NEW: Holding CTRL while right clicking a node in Registry hives tree will automatically expand all child nodes (saves time
over using context menu)
NEW: Project support added. You can now create projects based on currently loaded hives and reload projects as
needed
NEW: Add File | Unload all hives option
NEW: More data interpreter conversions

CHANGE: Allow for cell selection vs entire rows in Values grid

CHANGE: Allow for scrollbar on tree so all columns can be seen

CHANGE: User created bookmarks now show up in the Available bookmarks tab in Blue (bold) font to differentiate them
from Common bookmarks

CHANGE: Absolute path to active Registry hive is now prepended to Key path on Copy via context menu in trees and to
Value summary in Values grid

CHANGE: Add group membership and password hints to SAM plugin

FIX: Plugins updated based on test data
FIX: Save Datetime format and load it on subsequent starts
FIX: Bug fixes

Version 0.8.1.0

NEW: Change to .net 4.6

NEW: Added exporting of values to Excel, TSV, PDF, and HTML via key context menu (under Export | Values). Data is
exported exactly as shown in Values grid (this lets you hide columns, reorder, sort, etc. before export)

NEW: Plugin support added.

NEW: Added View | Plugins to explore available plugins

NEW: Added Base64 to data interpreter under Strings section

NEW: Added Tools | Preferences

NEW: Option to show (and therefore export) RegBinary values as Base64 strings (enabled in Tools | Preferences)
NEW: Option to show (and therefore export) value slack as Base64 strings (enabled in Tools | Preferences)

NEW: Option to set custom date/time format for timestamps

NEW: For RegUnknown value type, show the actual value of the Registry Type in hex and decimal.

NEW: Ability to double click offset in hex viewers to jump to the offset in either decimal or hex

NEW: When a plugin is added for a key or value, make it the active tab
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NEW: Hex viewer allows for selecting bytes and copying as hex, ANSI string (Windows 1252 code page), or Unicode
string
NEW: When exporting value data, offer exporting in binary or string format
NEW: Allow for searching for many terms at once vs one at a time in Find dialog
NEW: Change messages count background color to yellow when there are warning messages and red when there are
error messages. This color will be cleared when the Messages window is viewed.

CHANGE: Disable Bookmarks menu when on Available bookmarks tab

CHANGE: Clear any active filters before selecting bookmarked key

CHANGE: Set focus to last used search type on Find form

CHANGE: Sort bookmarks by name

CHANGE: Load hives when they do not have an nk record with a HiveRootEntry flag set. When this happens, an alternate
method is used to find the root key

CHANGE: Put the newest search history items at the top of the list

CHANGE: Don't trust Header length when looking for hbins as sometimes Header length is wrong

CHANGE: Values grid filters use ‘contains’ vs ‘starts with’ as default

FIX: Add missing tooltip to Literal checkbox on Find form

FIX: Update hex position in hex type viewer when moving up and down rows vs only left and right

FIX: Correct issue when selecting hits in Find panel if the Registry keys tree was sorted when a virtual key existed
(Associated Registry keys for example)

FIX: Handle rare issue when building virtual keys for 'Associated deleted records' where there is an active key and a
recovered deleted key with the same name

FIX: Lots of tweaks and miscellaneous fixes

Version 0.7.1.0

RECmd changes
New: Added --Dir switch. This recursively searches for hives in a given directory and searches each of them

Registry Explorer changes

New: Registry Explorer can now function as a "default application" in that you can associate RE with *.dat and then
double click hives. This also allows for setting up RE in other apps like X-Ways as an external viewer, dragging and
dropping hives onto RE shortcut/executable, etc.

New: Added Check for updates to About menu

Version 0.7.0.0
As of 0.7.0.0, Registry Explorer and RECmd are included together.

RECmd changes

NEW: Added —Literal switch. When present, --sd and --ss switches will not be interpreted

NEW: Added --ss switch for searching Value slack space

NEW: Search terms are now highlighted in search results. Edit nlog.config to adjust colors for foreground and
background

NEW: Added --RegEx switch. When present, treat <string> in --sk, --sv, --sd, and --ss as a regular expression
NEW: If nlog.config is missing, add default config and warn user

CHANGE: Switches are NOT case sensitive any more
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CHANGE: Remove RegEx specific switches (See --RegEx above)
CHANGE: Tweak command line option descriptions
CHANGE: Updated nlog

See here for changes in version 0.6.1.0.

Registry Explorer changes
This version is pretty much a complete rewrite under the hood. This was done to address performance issues
due to initial (bad) design decisions.

Hive processing is fully asynchronous, but very large hives can take a few seconds to display once the hive is
loaded. This is due to the need to load all

NEW: Full support for searching including key names, value names, and value data, both with simple searches and
RegEx. Searching based on last write timestamps is supported as well

NEW: Fully asynchronous loading of hives which keeps the GUI responsive, even when loading 100+ MB hives (I am
looking at you SOFTWARE hive)

NEW: Tech details hex editors now update with offset and selection length when bytes are selected

NEW: Added value context menu to copy value summary (a combination of name, type, and data), name, type, data, and
slack to clipboard

NEW: Add value context menu to export data and slack to a file

NEW: Settings for things persist

NEW: Search strings are remembered and autopopulate when typing on the Find form. Use the Tools menu to clear
NEW: Added Convert | To hex ASCIl and To hex Unicode to Find. This allows you to look for encoded strings in value data
without having to manually convert strings to hex

NEW: Allow deleting of user created bookmarks in Bookmark Manager via Ctrl-Delete

NEW: Added context menu to Available bookmarks (Copy, expand/collapse, tech details) that work the same as the
'Registry hives' context menu options

NEW: Added 'Jump to key' context menu item on Available bookmarks tab that will select the hive's key on the 'Registry
hives' tab

NEW: More hot keys added to main/context menus

NEW: Added 'Root key name' to Tech details | Hive details properties and strip root key from Tech details window title
to save space

NEW: Added Export 'Registry hive' menu to File menu. This exports the tree exactly as it is shown to the selected format
NEW: Enable/disable expand/collapse subkey options depending on the expanded state of the selected key

NEW: Save positions of vertical and horizontal splitters

NEW: Trees and grids all save settings (sorting, filtering, conditional formatting rules) between sessions

NEW: Save size of main form

NEW: Improved hex editor control for RegBinary keys. Added offset, selection length, and data interpreter

NEW: Added 'Show associated deleted records' and 'Show unassociated deleted records' to Options menu

NEW: Added 'Slack viewer' tab for values that have slack space

NEW: Added 'Show parent keys when filtering' to options menu. Turning this OFF shows only the keys that match the
filter. When ON, parent keys to keys matching the filter are also shown

NEW: Added a Total messages counter to lower status bar (far right) that indicates the total number of messages
available on the Messages form

NEW: Added skinning support. Active skin can be changed from the Options menu

NEW: Added icon for Registry hive in the Registry hives tree to visually separate it from keys

NEW: Make hive name bold to make it stand out from keys

NEW: Tech details info can be copied via Ctrl+C (just the value) or Ctrl+Alt+C (Name: Value)
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NEW: All hex viewers now support Ctrl+C to copy selected bytes to clipboard
NEW: Search for minimum value sizes added
NEW: Search in value slack added

CHANGE: Allow resizing of window below 800x600

CHANGE: Drag and dropping of hives supported on any of the 3 main sections of Registry Explorer
CHANGE: Status bars adjusted. Added options to hold Shift when double clicking in order to copy different parts of the
key/value

CHANGE: Add vertical scroll bar to Technical details hex editors

CHANGE: Rename tree context menus from 'child nodes' to 'subkeys'

CHANGE: Hide Messages form by default since things load and process faster when its hidden
CHANGE: Icon for existing key placeholder in Associated deleted records updated

CHANGE: Icon for Associated deleted records updated

CHANGE: Made legend icons bigger

CHANGE: Bookmarks manager now allows editing/deleted both common and user created bookmarks

FIX: Bug fixes in Registry parser (yay unit tests)
FIX: Show SK record in Technical details form

Version 0.2.0.0

NEW: Added new tab in upper left, Available bookmarks, that shows all available bookmarks across all loaded Registry
hives

NEW: Added 'Technical details' option to context menu. Use this to view all the down and dirty details about a key
including its bytes, its security key, subkeys, values, etc. This provides an easy to use way to explore and validate Registry
tools

NEW: Added several hotkeys for commonly used key context menu items

NEW: Allow exporting of keys either individually or recursively to .reg format via the context menu

NEW: Add 'Collapse all hives' button to status bar.

NEW: Added more bookmarks

CHANGE: Prevent illegal file name characters in category names (\, /, |, and so on). Any illegal characters will be replaced
with an underscore

CHANGE: Nlog logging added

CHANGE: Registry parsing is now ~150% faster and memory usage reduced by 40-80%

CHANGE: Prevent the same hive from being loaded more than once

CHANGE: Expand the top level node after loading a hive

CHANGE: Hide or unhide all matching keys in all open hives vs only the active hive

FIX: When removing keys from auto hide list, remove any hidden keys in the tree that match as well
FIX: Actually export the timestamp when exporting Messages
FIX: GUI polish

Version 0.1.8.0

Initial release
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Appendix A - Contributors

The following people have contributed in one way or another during the development and refinement of SBE

e Devon P. Ackerman @aboutdfir
e David Cowen @HECFBlog

Dan Pullega @4n6k

Jerod Alexander @jerod

Willi Ballenthin @williballenthin
Maxim Suhanov @errno_fail

Appendix B - Additional resources

http://binaryforay.blogspot.com/: Contains detailed postings on the internal workings of the Registry

https://github.com/EricZimmerman/Registry: Source code for the back-end parser used in Registry Explorer

https://github.com/EricZimmerman/RECmd: Source code for RECmd

https://github.com/EricZimmerman/RegistryPlugins: Source code for all Registry Explorer plugins
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